DRAFT — PRE-DECISIONAL

Strategic National-level Risk Assessment (SNRA): Terms of Reference

l. Policy Mandate

The Presidential Policy Directive - 8 (PPD-8) Implementation Plan mandates, as part of the development of the National
Preparedness Goal (NPG), that “The Secretary of Homeland Security shall conduct a strategic, national-level risk
assessment? to identify the relevant risk factors that guide where core capabilities are needed and develop a list of the
capabilities and associated performance objectives for all threats and hazards that will measure progress toward their
achievement.” This document describes how the PPD-8 Implementation Team intends to meet that requirement.

Il. Decision Statement

The Strategic National-level Risk Assessment (SNRA) will support the identification of core capabilities necessary for
National preparedness and decisions as to what level, and against what considerations, those capabilities are needed.

Ill. Scope

The SNRA will focus on those threats and hazards identified in PPD-8, considering the range of natural hazards (including
potential industrial accidents, and acts of terrorism, including|b)(5) |2 1t will be
designed to assess the risks of those events and incidents which create consequences that rise to a strategic, national level
of impact.?

The assessment will focus on estimating risk* over the next three to five years, in support of the overall need to take a
future-oriented look at core capability development. In doing so, the assessment may also qualitatively identify future
trends, drivers, and conditions that may impact homeland security preparedness needs beyond the five year period.

IV. Timeframe

The initial SNRA will be conducted over a four-week period. The results of the initial assessment will be used to help refine
core capabilities for the publication of the NPG on September 25, 2011. The SNRA will be designed to support the follow-on
execution of a more detailed national-level risk assessment to be conducted as part of the National Preparedness System
(NPS) in FY 2012, and will also be designed to support integration with regional, State, and local risk assessments.

V. Execution Elements

The Secretary of Homeland Security has the lead for conducting the SNRA. The Federal Emergency Management Agency
and National Protection and Programs Directorate will provide leadership on the execution of the assessment on the
Secretary’s behalf, in coordination with DHS Office of Intelligence & Analysis (1&A) and DHS Office of Policy and other
involved parties. The Director of National Intelligence will facilitate coordination across the intelligence community and, in
coordination with the Attorney General, engage the law enforcement community to provide all relevant and appropriate
terrorism-related intelligence information for the development of the risk assessment. The FBI will serve as the primary
interface for purpose of conducting the risk assessment on behalf of the Attorney General. Other Departments and
Agencies will provide information, analysis, and expertise to support the conduct of the SNRA as required. Additional
members of the homeland security community (i.e appropriate State, local, tribal, territorial officials as well as private
sector and non-governmental organizations) will be engaged during the conduct of the SNRA consistent with overall PPD-8

(b)(5)
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. Policy Mandate

The Presidential Policy Directive - 8 (PPD-8) Implementation Plan mandates, as part of the development of the National
Preparedness Goal (NPG), that “The Secretary of Homeland Security shall conduct a strategic, national-level risk
assessment! to identify the relevant risk factors that guide where core capabilities are needed and develop a list of the
capabilities and associated performance objectives for all threats and hazards that will measure progress toward their
achievement.” This document describes how the PPD-8 Implementation Team intends to meet that requirement.

Il. Decision Statement

The Strategic National-level Risk Assessment (SNRA) will support the identification of core capabilities necessary for
National preparedness and decisions as to what level, and against what considerations, those capabilities are needed.

lll. Scope

The SNRA will focus on those threats and hazards identified in PPD-8, considering the range of natural hazards (including
pandemics), potential industrial accidents, and acts of terrorism, including cyber acts with hostile intent.? It will be
designed to assess the risks of those events and incidents which create consequences that rise to a strategic, national level
of impact.?

The assessment will focus on estimating risk* over the next three to five years, in support of the overall need to take a
future-oriented look at core capability development. In doing so, the assessment may also qualitatively identify future
trends, drivers, and conditions that may impact homeland security preparedness needs beyond the five year period.

IV. Timeframe

The initial SNRA will be conducted over a four-week period. The results of the initial assessment will be used to help refine
core capabilities for the publication of the NPG on September 25, 2011. The SNRA will be designed to support the follow-on
execution of a more detailed national-level risk assessment to be conducted as part of the National Preparedness System
(NPS) in FY 2012, and will also be designed to support integration with regional, State, and local risk assessments.

V. Execution Elements

The Secretary of Homeland Security has the lead for conducting the SNRA. The Federal Emergency Management Agency
and National Protection and Programs Directorate will provide leadership on the execution of the assessment on the
Secretary’s behalf, in coordination with DHS Office of Intelligence & Analysis (1&A) and DHS Office of Policy and other
involved parties. The Director of National Intelligence will facilitate coordination across the intelligence community and, in
coordination with the Attorney General, engage the law enforcement community to provide all relevant and appropriate
terrorism-related intelligence information for the development of the risk assessment. The FBI will serve as the primary
interface for purpose of conducting the risk assessment on behalf of the Attorney General. Other Departments and
Agencies will provide information, analysis, and expertise to support the conduct of the SNRA as required. Additional
members of the homeland security community (i.e appropriate State, local, tribal, territorial officials as well as private
sector and non-governmental organizations) will be engaged during the conduct of the SNRA consistent with overall PPD-8

1 Risk assessment is defined in the DHS Risk Lexicon as the “product or process which collects information and assigns values to risks for the purpose of informing
priorities, developing or comparing courses of action, and informing decision making.”

2 For the purposes of this assessment, terrorism and cyber attacks will be grouped into a single category referred to as Adversarial/ Human Caused threats.

3 One of the key initial stages of the SNRA will be to define thresholds and categories for what define a strategic, national level of impact. These events and incidents will
be generally catastrophic in nature.

4 Risk is defined in the DHS Risk Lexicon as “potential for an unwanted outcome resulting from an incident, event, or occurrence, as determined by its likelihood and the
associated consequences.”
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Section 4: Data Sources in the SNRA

The SNRA project team used the data sources presented in Table 2 below during the devel opment of
the 2011 SNRA, and the update in 2015.

Table 2: SNRA Data Sources (0)(5)
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Section 4: Data Sources in the SNRA

The SNRA project team used the data sources presented in Table 2 below during the devel opment of
the 2011 SNRA, and the update in 2015.

Threat/Hazard

Table 2: SNRA Data Sources

Fatalities and Direct Economic Loss

Frequency

Social Displacement

Animal Disease

Injuries/llinesses

USDA Economic Research Service modeling & DHS/OHA and DHS/S&T subject
matter expertise

Subject matter expert
estimates via DHS
Centers of Excellence

SNRA project team

FEMA HAZUS modeling

Drought Historic data compiled from NOAA National Climactic Data Center (NCDC) assumption of zero
displaced
L . . ; Historic data from
Historic data compiled from the Center for Science and Technology Policy U -
Earthquake Research at University of Colorado-Boulder & FEMA HAZUS modeling El (?Q;Fbcilggster
. . ) . . Historic data from
Flood Historic data compiled from NOAA National Climactic Data Center (NCDC) and EM-DAT disaster

database

SNRA project team

Human Pandemic | CDC analysis of historic CDC subject matter SNRA project analysis ;
Outbreak record expertise using CDC modeling assug;sggégé zero
S . . . Historic data from
Hurricane Historic data complleq fror_n NOAA, the Center for Science and Technology Policy EM-DAT disaster
Research at University of Colorado-Boulder & FEMA HAZUS modeling database
. . . . . . Subject matter expert
Space Weather Expe_rt estimates from Epidemiological studies of Expe_rt estimates from the estimates via DHS
the literature (range) 2003 East Coast Blackout literature (range) s 6 BealEnee
Historic data compiled from the NOAA/National Weather Service (NWS) Storm
Tornado Prediction Center (SPC) Not assessed
e ; ; Historic data from
Wildfire Historic data c_omplled from Spatial Hazard _Even_ts and Losses Da_ltabase for the EM-DAT international
United States (SHELDUS) — University of South Carolina disaster database
Winter Storm Historic data compiled from NOAA National Climactic Data Center (NCDC) Not assessed

Biological Food
Contamination

CDC Foodborne Outbreak Online Database (FOOD)
and FDA / USDA subject matter expertise

Open source
historic examples

Subject matter expert
estimates via DHS
Centers of Excellence

Chemical
Substance Spill or
Release

DOT Pipeline & Hazardous Materials Safety Administration (PHMSA) and

EPA Risk Management Program (RMP) incident databases

Combustible/
Flammable Cargo
Accident (Rail)

DOT Pipeline & Hazardous Materials Safety Administration (PHMSA) incident database

U.S. Bureau of Reclamation

Subject matter expert

Dam Failure Historic data compiled by DHS Dams Sector modelin estimates via DHS
9 Centers of Excellence
Radiological Subject matter expert
Substance U.S. Nuclear Regulatory Commission (NRC) license renewal applications estimates via DHS
Release Centers of Excellence
Transportation Historic data compiled by Structures Group, Cambridge University Department of gglsiﬁ‘]ptri(gr?(gftgg:g
System Failure Engineering digplaced

CBRN Terrorism
Attacks

DHS/S&T Integrated Terrorism Risk Assessment (ITRA)

Subject matter expert
estimates via DHS
Centers of Excellence

Armed Assault

SNRA project team analysis

Historic data published by FBI based upon historic data

SNRA project team
assumption of zero
displaced

SNRA 2015 Pre-decisional Draft
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Detailed Findings

The results of the SNRA include a comparison of risks for potential incidents in terms of the
likelihood (estimated as afrequency, i.e., number of events per year) and impacts of threats and
hazards, as well as an analysis of the uncertainty associated with those incidents.

The assessment finds that a wide range of threats and hazards pose a significant risk to the
Nation, affirming the need for an all threats/hazards, capability-based approach to preparedness
planning. Many events are estimated to have the potential to happen more than once every 10
years, meaning that it islikely that the Nation’s preparedness will be tested in this decade.

Key findings are discussed below.

High Risk Events

Of the non-CBRN attack’ events, the national-level eventsthat are estimated to have generally
high risk across many impact categories in the SNRA are pandemic influenza outbreaks and
hurricanes (see Table 3 above). Space weather may pose comparable or greater risk to
hurricanes on some impact axes, but thisis highly uncertain.

To identify these high risk events, the results for each type of risk (estimated as an annualized
loss) were considered independently and not aggregated. Events which were estimated to have
high risk in each impact category, taking into account uncertainty and the quality of the
underlying data, were identified. The eventsidentified above are those which were identified as
high risk across the mgjority of impact types.

= Pandemic influenzais estimated to be the highest risk event of all the non-adversarial events
in the SNRA for fatality, illness/injury, and psychological distressrisk, and is near the top for
direct economic risk. At the best estimate, it has more fatality and injury/illness risk than
every other natural hazard or accident in the SNRA combined. It is estimated to have no
socia displacement risk and relatively low environmental risk.

= Hurricanes are the highest direct economic risk at the best estimate, with the possible
exception of space weather. Hurricanes also present the highest socia displacement risks to
the Nation of all the non-adversarial events included in the SNRA, coupled with relatively
high psychological distress and environmental risks. Though not amongst the largest fatality
and injury/illness risks within this set, hurricanes do carry some risk in these dimensions.

= Therisksto the Nation posed by space weather are clouded with uncertainty.® However, the
SNRA cannot rule out the possibility that space weather may rank with hurricanes in the top
tier of direct economic and socia displacement risks to the Nation.

When considering the high risk events listed above, it isimportant to consider that many hazards
have the potential to be catastrophic, and many additional natural and accidental hazard national-
level eventsin the SNRA pose significant risk to the Nation.

" Classified data and analyses suitable for the comparison of chemical, biological, radiological, and nuclear (CBRN) terrorist attack threats within
the fully quantitative framework of the SNRA may be found in the classified SNRA Technical Report.

8 Technical experts are strongly divided between experts who believe that a severe solar storm would most likely shut down the electric grid for
days, and others who believe that it would most likely shut down large portions of the grid for months to years. As thereislittle middle ground
between them, low and high impact estimates for this event in the SNRA represent not the endpoints of a range bounding a best estimate, but two
dternate best estimates with the uncertainty being over which set of expertsis correct. See the Space Weather risk summary sheet.

SNRA 2015 Pre-decisional Draft 13
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Figure la. Fatality Risk
(Best Estimate)

Human
Pandemic All other
Influenza non-CBRN
Outbreak threats and
hazards in
the SNRA

Figure 1b.
(Best Estimate)

Human
Pandemic

Influenza
Outbreak

Injury/lliness Risk

All other
non-CBRN
threats and
hazards in
the SNRA

Figure 1: Dominance of Human Pandemic Influenza Outbreak
Over All Other Non-CBRN Hazards -
Fatality Risk and Injury/lliness Risk

Figure 2 depicts the best estimates of the fatality and direct economic risk for the SNRA’s
guantitatively assessed natural hazards and accidents, as measured by the product of the best
estimates of frequency and fatalities given occurrence (Figure 23, fatality risk) or the product of
the best estimates of frequency and direct economic impacts given occurrence (Figure 2b, direct
economic risk). Although it is not the one largest or dominant contributor to direct economic
risk among national-level events asit isfor human fatality and illness/injury risk, the pandemic
influenza outbreak scenario ranks with the most catastrophic natural disaster events assessed in

the SNRA.

Figure 2a. Best Estimates of Fatality Risk

Earthquakes
Human .
Pandemi
e - Tornadoes
Outbreak
Hurricanes
Q \ All other non-
All other All accidents CBRN
natural hazards ! advers?nal
events

Figure 2b. Best Estimates of Direct

Human
|6 Pandemic
Outbreak
W
Tornadoes
Animal @ ’
Disease Earthquakes
Winter
Storms Q
All th -CBRN .
All acmdents other non- Wildfires

Economic Risk

adversarial events

Figure 2: Best Estimates of Risk in the Unclassified SNRA Events

When interpreting Figure 2, it isimportant to remember that there is significant uncertainty in the
frequencies and impacts associated with many events assessed in the SNRA.
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Significant Risks May Be Masked By Limited Data

In the course of conducting the SNRA, a number of events were not assessed because of limited
guantitative data availability. The SNRA istherefore unable to comment on the relative risk
associated with these events, some of which are qualitatively believed to have potential for
significant impact. These are seen in tables 2 and 3 of the 2015 SNRA Findings document.

Fatality Risk

Fatality risk was estimated for each national-level event by multiplying the best estimate of the
frequency by the best estimate of the resulting injuries/illnesses given occurrence. Figure 3
presents a visual depiction of fatality risk across the SNRA-assessed accidental, natural, and non-
CBRN adversarial hazard events.

0 1 10 100 1,000 10,000 100,000 1 million
T U | T T T T UL UL | UL |
100 | 4 100
per year Explosives UNCLASSIFIED 1 peryear
Terrorism Attack Flood
Accidental Note: Frequency and impact estimates are
Chemical Substance T d correlated at the mean where denoted by a
i ornado solid circle at the intersection of the ranges;
Spill or Release
10 | those with an open circle are not . 10
necessarily correlated at the intersection. er year
— peryear / Accidental Biological No correlation should be assumed for ] P
E | . Food Contamination arbitrary frequency-impact pairings within
() = Hurricane the uncertainty ranges of any
> Wildfire ® National-Level Event without additional
E Drought Winter review of the underlying data. Note that
o 1 Storm high frequency estimates are rarely, if ever, - 1
17y er year ® / correlated with high impact estimates. 1 peryear
2D pery 3 4 Earthquake ]
C —
7] Armed Assault / Dam Failure / 1
|.|>J S B Human Pandemic 1
~ . / Outbreak
a ] Physical / (25% attack 1 per
5 0 per | Attack on Transportation Systems Failure rate) _ 10years
S years the Power Aircraft as a Weapon / ]
g Grid Combustible/Flammable
e Cargo Accident (Rail Accidental Radiological Substance Release i
Animal Disease Outbreak
1per | 4 1per
100 years \ / 1 100 years
Space Weather ]
(Carrington Event)
1per | 4 Tper
1,000 years . . . . . . . 1,000 years
0 1 10 100 1,000 10,000 100,000 1 million
Fatalities per Event
Legend: Events Not Displayed:
Natural Hazards = Cyber Attacks = CBRN Terrorism Attacks = Tsunami
Technological Hazards = Antibiotic Resistance = Non-Influenza Human Diseases = Plant Disease
A oI Th = Oil Spill = Industrial Accident (Fire/Explosion) = Pipeline Failure
dversarial Threats = Heat Wave = Migrant Surge/Mass Migration = Volcanic Eruption

Figure 3: Fatality Risk

Note that all comparative statements are made within the set of natural and accidental hazards,
and conventional-attack adversarial threats, which were analyzed at an unclassified level for the
2015 SNRA. Classified data and analyses suitable for the comparison of chemical, biological,
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Physical Attack on the Power Grid

A malicious actor causes physical damage to an aspect of the power grid, resulting in aloss of

Strategic National Risk Assessment |

power in one or more metropolitan areas for three or more hours. '

Category Description Metric Low" Best" High“’
F | a N fF | . \ vi vii
Health and atalities umber of Fatalities 0 0 90
Safety Injuries and Number of Injuries or oV oix 400"
llinesses llinesses
Economic Direct Eeonomic. ) s. Dollars $15 million | $46 million | $5.7 billion
: . People Displaced xi xii i
Social Displacement from Homes = 2 Days 0 0 0
: Psychological o .
Psychological Distress Qualitative Bins TBD TBD TBD
Environmental EnlEriEL Qualitative Bins De Minimus™"
Impact
LIKELIHOOD | Freauency of  |\mber per Year 0.013 | 1everyfour| 1to3 per
Events years year

' Some studies have chosen to examine a nationwide or near-nationwide power outage in the continental United
States for at least six months. However, experts differ on how realistic this scenario could be. Because of the
uncertainty regarding feasibility of a nationwide power outage, the scenario included here is scoped to a significant
but reasonable event.

" For the Physical Attack on the Power Grid event, low, best, and high impact estimates are correl ated across impact
axes because they represent three physical scenarios (such correlation should not be assumed for other SNRA
events). Note that the low, best, and high estimates of likelihood are not correlated to these scenarios: they represent
the low estimate, best estimate, and high estimate of the overall frequency of any scenario within the scope of the
event (any of the three impact scenarios defining the SNRA'’ s reported range and any other scenario meeting the
thresholds which define the scope of the Physical Attack on the Power Grid event).

The low impact estimates assume a successful attack on the grid infrastructure that causes physical damage, but
which does not result in a power outage with significant impacts. This outcome could be because the grid is able to
offload power and prevent a power outage or disruption, or because there is an outage of 3 or more hours which
occurs at night (critical facilities and industries are assumed to have backup power sufficient for several hours).

" The best impact estimates assume a successful attack on the grid infrastructure that causes physical damage and a
power outage to a broad metropolitan areain the continental U.S. at daytime, with the power outage lasting 3 hours.
The best estimate duration is based on the lengths of the accidental outages discussed in the Event Background
section. In order to estimate the impacts of an outage for the best estimate scenario, this assessment assumes the size
of the population affected is 2,138,460. This population size represents the median population size for the 50 largest
metropolitan urban areas as captured in the 2010 census.

" The high impact estimates assume a successful attack on the grid infrastructure that causes physical damage and a
power outage to a broad metropolitan areain the continental U.S., similar to the best estimate. However, the outage
lasts for one day, resulting in net impacts to the Nation similar to those of the Northeast Blackout in August 2003.

¥ Zero by assumption.

¥ Scaled from high estimate in proportion to total person-days without power.

" Injuries and fatalities from power grid failures generally result from heat stroke and respiratory ailments, which
can occur when outages occur during the summer months. However, it is difficult, if not impossible, to directly tie
heat stroke victimsto a power outage. Determining the role of heat (versus other concurrent factors) in a death can
be complicated, and different jurisdictions use different criteriafor considering deaths heat related. For the high
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Space Weatherxi

The Sun emits bursts of el ectromagnetic radiation and energetic particles causing utility outages
and damage to infrastructure in the United States, resulting in direct economic losses greater than
$1 billion.

Data Summary

Category Description Metric Low Best™ High
Fatalities Number of Fatalities 90™ N/A® 2,000
Health and
Safet furd furd ,
b/ Injuries and Number of Injuries or 4007 N/AS 10,000
llinesses llinesses
Economic Direct Eeonomic. 1 s Dollars $5.7 Billon™ | N/A* | $2 Trillon™
. Social People Displaced XX i
sl Displacement from Homes = 2 Days 0 NS Ul
. Psychological L : . .
Psychological Distress Qualitative Bins See Discussion
: Environmental - i De minimus (Best);
Environmental Impact Qualitative Bins Moderate (Second Best)™™
Likelihood™* Metric Low Best High
Frequency of Events Number per Year™ 1/600 years | 1/150 years 1/70 years

X The term “space weather” describes phenomena taking place in the near-Earth environment, primarily due to influences of the solar magnetic
field. The largest space weather events are geomagnetic “storms’ that are caused by huge magnetic eruptions from the Sun called “coronal mass
gections’ or CMEs. Such eruptions are usually accompanied by bursts of X-ray photons (“solar flares”) and energetic particles that can have
prompt effects on the Earth’ s atmosphere.

* Best estimates for fatalities, injuries and illnesses, direct economic loss, and social displacement were not calculated for this event.

I The |ow estimate for fatalitiesis informed by the excess fatalities in New Y ork City attributed to the loss of electric power in the 2003
Northeast Blackout (Anderson et al (2012)) and not directly caused by the space weather itself. This event is used as a proxy for the low
economic conseguence scenario because it is cited by the electric industry (NERC (2012)) asamodel for a scenario of electric grid collapse
caused by a solar storm not resulting in permanent transformer damage (i.e. the grid shuts down and is able to be restarted within days). The
scope of the study was limited to the 8 million residents of New Y ork City out of the 50 million who lost power nationwide.

i SNRA project team assumption based upon extrapolation of the 2003 East Coast Blackout (50 million people assumed out of power for
average of 1 day) to the Lloyd's high estimate scenario of 40 million people out of power from 16 days to up to two years (Lloyd’ s (2013)).
Because of the multiple uncertaintiesinvolved, the SNRA project team made the assumption of one month average outage having disruptive
effects (i.e. the 16 days plus two weeks in addition) for a scaling estimate of 1.2 billion person-days, or 24 times that of the East Coast Blackout.
This factor was applied to the 90 fatalities of the low estimate, for a lower-bound estimation of atrue high estimate of 2,000 fatalities (rounded to
one significant figure). Although theinitial health impacts of alarge-scale, sudden blackout may subsidein initial days as affected populations
adapt to life without power, the exhaustion of fuel and lifeline resources and impacted supply chains for critical goods may result in significantly
compounded total population health impacts days or weeks into the blackout. The SNRA high estimate thus almost certainly represents a
substantial under-representation of the true numbers of fatalities which may be expected from a catastrophic, multi-state extended power outage
disaster. However, the SNRA project team judged that it would be more misleading and unrepresentative of the uncertaintiesin potential impacts
of a space weather event to report no high estimate at all, rather than reporting a high estimate that itself is deeply uncertain.

il The |ow estimate for injuries and ilinesses isinformed by the excess hospitalizations for complications of respiratory illnessesin New York
City for August 14-15 attributed to the loss of electric power in the 2003 Northeast Blackout (Lin et al (2011)) minus the three fatalities due to
respiratory illness of Anderson et a (2012), on the assumption that these deaths were most likely pronounced in hospital. This epidemiological
study examined hospitalizations for respiratory, cardiovascular, and renal diseases: only respiratory diseases showed statistically significant
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Human Pandemic Qutbreak

A severe outbreak of pandemic influenza with a 25% gross clinical attack rate spreads across the
U.S. populace.

Table A. Pandemic: SNRA Data Summary

Category Description Metric Low Best High
Fatalities Mo 77,000 154,000 | 230,000
Health and Fatalities
Safety Injuries and Number of Injuries - .- o
[e—— i raeses? 62 Million 77 Million 110 Million
E(')r::t Economic | ; 5 Dollars (2011)° | $71 Billion | $110 Billion | $180 Billion
Economic Indirect
nairect U.S. Dollars (2011) N/A
Economic Loss
. Social People Displaced d
ST Displacement from Home = 2 Days 0
: Psychological o :
Psychological Distress Qualitative Bins See text
. Environmental b . e f
Environmental Impact Qualitative Bins Low
LIKELIHOOD Ereq”ency o Number per Year See Table B
vents

Table B. Conditional and Absolute Likelihood Ranges for Pandemic Relative Severity

Frequency of All Influenza Pandemics Low Best High

Absolute Likelihood (Number Per Year)® 0.017 0.033 0.10

_ Low | 0.10 0.0017 0.0033 0.010

Conditional Mild =

S High | 0.30 0.0051 0.0099 0.030
g xelihood of L 0.50 0.0085 0.0165 0.050 £
i ow | 0. . . : =
SEVE, Middle [— o
Given : High | 0.80 0.0136 0.0264 0.080 [}
Pandemic n
Occurrence Severe/ | Low | 0.10 0.0017 | 0.0033 0010 |
Worst Case | High | 0.10 0.0017 0.0033 0010 |3
Q
Absolute Likelihood by &

@ Fatality low, best, and high estimates were calculated using an attack rate of 25%, a U.S. population of 307 million, and a case fatality rate of
0.1%-0.3% (best: 0.2%). Reed et a (2013, January). Novel framework for assessing epidemiologic effects of influenza epidemics and
pandemics; and Technical Appendix. Emerging Infectious Diseases 19(1) 85-91, at http://wwwnc.cdc.gov/eid/article/19/1/12-0124 article;
Technical Appendix at http://wwwnc.cdc.gov/eid/article/19/1/12-0124-techappl.pdf (retrieved June 2013).

® IlIness low, best, and high estimates correspond to a U.S. population of 307 million and attack rates of 20%, 25%, and 35% respectively.

© Sum of estimated hospitalization costs, business interruption from workdays lost, and one year' s lost spending per fatality. See Direct Economic
Impact for details.
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Winter Storm
A winter storm event occurs resulting in direct economic losses of $1 billion or greater.s*

Category Description Metric Low Best High
Fatalities Number of Fatalities os: 505 270
Health and
Safety Injuries and Number of Injuries 0 1,700 14,000
llinesses or llinesses
Direct Economic | ;5. Dollars= $1Billion | $3.1Bilion | $9 Billion
Economic -
DIENEEES U.S. Dollars N/A
Economic Loss
: Social People Displaced
SegEl Displacement from Home = 2 Days Al
. Psychological L .
Psychological Distress Qualitative Bins N/A
Environmental SO Qualitative Bins N/A

Impact

LIKELIHOOD Frequency of Number of Events

Events per Year 0.125 0.56 7

Event Backgrounds=s

The Strategic National Risk Assessment (SNRA) Winter Storm national-level event was
originally developed by the DHS Office of Policy for the 2012—13 Homeland Security National
Risk Characterization (HSNRC) project.®” The original HSNRC data and analysis were expanded
and revised for the 2015 SNRA by project staff from Argonne National Laboratory and the
Federal Emergency Management Agency (FEMA).

510 For the purposes of the SNRA, the Winter Storm event includes snow storms, ice storms, freezes and other periods of extremely and
exceptionally cold temperatures, and heavy snowfalls, but excludes snowmelt induced flooding which is counted in the SNRA Flood event.

S Minimum fatalities of the 19 billion dollar winter storm eventsin Table 21.
512 Average number of fatalitiesin the 19 winter storm eventsin Table 21.
522 Highest number of fatalities in the 19 winter storm eventsin Table 21.

514 Edtimated from NCDC Billion Dollar Disaster List, which does not report injuries or illnesses, by applying injury/fatality ratios from NCDC
StormData events corresponding to the winter storm events of the primary data set. See Injuries for details.

515 |_ow, average, and high reported direct economic loss of the 19 winter storm eventsin Table 21, converted from reported (2014) dollarsto
2011 dollars.

516 This section is substantially adapted from National Weather Service (2008, June), Winter storms: the deceptive killers, at
http://www.nws.noaa.gov/om/winter/resources/Winter Storms2008.pdf; National Weather Service (2003), All about winter storms; at
https.//web.archive.org/web/20040214012848/http://www.nws.noaa.gov/om/brochures/wintstm.htm (retrieved January 2014); Chapter 7, Federal
Emergency Management Agency (1997), Multi-Hazard Identification and Risk Assessment (MHIRA): A Cornerstone of the National Mitigation
Strategy: FEMA Mitigation Directorate, at https://www.fema.gov/media-library/assets/documents/72512d=2214 (retrieved April 2013); and
Federal Emergency Management Agency (2013, April 26). Emergency preparedness. secondary hazards associated with severe winter weather.
Trend analysis, Lessons Learned Information Sharing (LLIS), at https://www.llis.dhs.gov/content/emergency-preparedness-secondary-hazards-
associated-severe-winter-weather (retrieved January 2014).

7 The HSNRC was a collaborative effort of the DHS analytic enterprise to expand the 2011 SNRA risk knowledge base to additional threats and

hazards, and to adapt the SNRA to the information needs of DHS strategic planning. The HSNRC title for this event is Extreme Cold/Winter
Westher.
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Drought
A drought occursin the U.S. resulting in direct economic losses greater than $1 billion.
Category Description Metric Low ‘ Best ‘ High
Fatalities Number of Fatalities
Health and 0%
Safety Injuries and Number of Injuries
llinesses or lllnesses
Economic Direct EConomic | s. pollarss” $2 Bilion | $8.7 Bilion | $38 Billion
: Social People Displaced ”
sl Displacement from Home = 2 Days ¢

Psychological

. o . oo
Psychological Distress Qualitative Bins 0
Environmental SRS Qualitative Bins N/A
Impact
— Frequency of Number of Events
Likelihood Events per Years 0.50 0.63 1.0

This table shows the minimum, average, and maximum values for frequencies and consequences
associated with the direct impacts of national-level droughts. = The event set evaluated was from
1980 to 2014 and contained atotal of 22 droughts that met the $1 billion threshold. Thisanalysis
did not specificaly include consideration for climate scenarios often associated with drought
events (e.g. heat waves, reduction in precipitation and snowpack).

Event Background

The Strategic National Risk Assessment (SNRA) Drought National-level Event was originally
developed by the DHS Office of Policy for the 2012-13 Homeland Security National Risk
Characterization (HSNRC) project, a cooperative effort of the DHS analytic enterprise, to
expand the 2011 SNRA risk knowledge base to additional threats and hazards relevant to

>* There are no significant human health implications resulting from a drought in the United States. To avoid double counting of impacts

between hazard events, for drought and heat wave incidents which overlapped in time or which were reported together in historical data setsthe
SNRA counted human fatalities and injuries under the Heat Wave event, while direct economic losses were counted under the Drought event. As
both property damage (e.g. damage to physical infrastructure) and crop damage were reported by the primary data sources used for these events
in the 2015 SNRA as combined totals, thisraises the possibility of over-reporting the direct economic losses for Drought. Non-crop damages to
physical infrastructure by heat events can be substantial. However, previous DHS analysis conducted for the 2013 Homeland Security National
Risk Characterization (HSNRC) Drought National-level Event indicated that these property damage costs were generally insignificant in
comparison to the economic value of lost crops which were orders of magnitude grezater.

> Low, best, and high estimates for direct economic loss are the historical minimum, average, and maximum for the event set. Adjusted from
2014 dollars of NCDC source to 2011 dollars for comparison with existing SNRA events.

> Seetext for further description.

5% No reported human health or displacement impacts. (The SNRA Psychological Distress Index is calculated from fatality, injury/iliness, and
displacement estimates. For Drought/Heat Wave events, non-economic impacts were reported under the Heat Wave event.)

*** Historical lowest, average, and maximum number of events per year (calculated from interarrival times).

*>! Direct economic loss data was gathered from the National Oceanic and Atmospheric Administration (NOAA)'s National Climatic Data Center
(NCDC).
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Flood

A flood occurs within the U.S. resulting in direct economic losses greater
than $100 Million.

Data Summary

Table 1 shows the minimum, average, and maximum values for frequencies
and consequences of national level floods. Note that the low and high
likelihoods do not correspond to the low and high consequences. In
addition, low and high consequences are not necessarily correlated with
each other between different consequence categories.

Description Metric Low Best High
" Number of
Fatalities Fatalities! 0 3 25
.. Number of Injuries
Injuries and Illnesses 0 95 4,520
or lllnesses!
. . $104 $740 $16
1
Direct Economic Loss U.S. Dollars Million Million Billion
. . Displaced from
Social Displacement S — 150 29,000 | 200,000
Psychological Distress | Qualitative Bins See text
Environmental Impact | Qualitative Bins3 Moderate*
Frequency of Events Number per Year> 0.5 4 10

Table 1

Event Background

Floods are one of the most common hazards in the United States. Their
effects can be local, impacting a neighborhood or community, or large,
affecting entire river basins and multiple states.6 For the purpose of the
SNRA, a national-level flood is defined as a flood producing direct economic
loss in excess of $100 million dollars. Economic loss reported here is a
combination of property and crop damage. A 13 year time period, from
Jan-1-1993 to Dec-31-2005, was used to estimate the interarrival
rates/frequencies and consequences for floods exceeding the $100 million
threshold. A full list of aggregated flood events used for this report is
located in Table 2. Table 1 reports the maximum, average, and minimum
frequency with which such floods occurred in the United States, and the
maximum, average and minimum consequences for fatalities, injuries, and
direct economic losses associated with floods in the set.

This flood risk summary is based on aggregating flood losses reported by
NOAA'’s National Climactic Data Center (NCDC).” Modern flood reporting
by NOAA relies on many individual reports that assess damages in a
specific area of responsibility. A large scale flood, for example, can result in
dozens or hundreds of damage entries that assess damages for specific
geographic regions. The reason for this is that damage estimates are
recorded by individuals with specific areas of responsibility. As flooding
passes down the Mississippi, for example, the affected areas can pass from
region to region. To capture the transient and distributed nature of flood
events, individual flood loss estimates were aggregated based on proximity
and time. Flood damage reports that occur within 100 miles of one another
and within plus or minus one calendar day are aggregated into composite
flood events. The composite flood events above the $100 million threshold
are used for reporting of national level event statistics in Tables 1 and 2 of

1 Low, best, and high estimates for fatalities, injuries and illnesses, and direct economic loss are the
historical minimum, average, and maximum for each consequence type in the event set. Extremal events
for one consequence type may but generally do not correspond to those for other consequence types.

2 Low, average, and high reported “total affected” for floods causing greater than $100M in economic
damage as recorded in the EM-DAT database during the time period 1970-2011. See Social Displace-
ment section in this summary sheet for details.

3 The United States Environmental Protection Agency (EPA) convened an ad hoc group of environmental
experts representing the fields of environmental science, ecological risk, toxicology, and disaster field
operations management to estimate environmental consequences for this event. The comments and
rankings presented in this Risk Summary Sheet have not undergone review by the EPA and only repre-
sent the opinions of the group. Estimates pertain to the potential for adverse effects on living organisms
associated with pollution of the environment; they are grouped into high, moderate, low, and de mini-
mus (none) categories. Experts provided both first and second choice categories, allowing the experts to
express uncertainty in their judgments as well as reflect the range of potential effects that might result
depending on the specifics of the event. The first choice represents the ‘best’ estimate.

“+Floods were given a best estimate of ‘Moderate’. The experts assessed that flooding of agricultural
areas is a typical impact. The severity of the impact depends upon whether there is release of contami-
nants from urban areas.

5 Historical lowest, average, and maximum number of events per year (calculated from interarrival
times).

6 FEMA.gov: Flood, March 2011. http://www.fema.gov/hazard/flood/.

7 NOAA NCDC Storm Events Database, available by ftp from http://www.ncdc.noaa.gov/stormevents/
ftpjsp (current URL: database downloaded by SNRA project team from NCDC for analysis September
2011, URL updated 3/16,/2013).
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this report. All hurricanes were removed from flood events to avoid over
reporting flooding captured in the hurricane risk summary sheet.

Low, average and high consequence estimates were developed in the
following manner. For fatalities, injuries and economic loss, the low
estimate is the smallest consequence for events that exceed $100 million.
For event frequency, the low estimate is the lowest number of events
recorded in a year. The average frequency is the expected number of
events in a given year. Similarly, the average for fatalities, injuries/illness,
and economic damage are the expected value for each given the occurrence
of a national level flood. The maximum frequency is the maximum number
of national-level floods recorded in a single year. The maximum for
fatalities, injuries/illness, and economic damage is the greatest value
produced by a single storm in each consequence category.

It is important to note that the frequency estimates reported here differ
from probabilities. The frequency of a national-level flood can be greater
than one, while a probability cannot. Additionally, while the average
estimates for consequences and frequency are correlated and approximate
the average annual loss when multiplied together, the maximum and
minimum historical values for consequence and frequency are
uncorrelated and do not have meaning when multiplied together.

Economic flood damages were inflated to a 2011 dollar value using average
changes in the Consumer Price Index. The historical maximum for fatalities
was the Great October Flood of 1998 in West Texas with an estimated 25
deaths. Several floods within the time period exceeded $100 million in
economic damages without any reported loss of life or injury. In total, 37
floods exceeding the $100 million threshold are aggregated in the findings
of this report. For economic loss, $104 million8 (5/8/1993: Heavy rain in
parts of Oklahoma, Arkansas, and Texas) is the smallest historic loss that
meets the $100 million threshold. Twenty three historic events exceeding
the economic threshold did not record any fatalities. The greatest gap
between flood events occurs between 1998 and 2000. This two year time
lapse between national level events results in an interarrival frequency of
0.5, or 1/tmax.

Social Displacement

For the purposes of the SNRA, social displacement was defined as the
number of people forced to leave home for a period of two days or longer.
Note that there are limitations to this measure of social displacement, as
the significant differences between temporary evacuations and permanent
displacement due to property destruction are not captured.

To estimate social displacement for the SNRA, U.S. flood event data from EM-
DAT was used to approximate the number of people forced to leave home for
two days or greater. EM-DAT, an Emergency Events Database maintained by
the World Health Organization Collaborating Centre for Research on the
Epidemiology of Disasters with support from USAID,° provides estimates of
the “total number affected” by disaster events. Data on “total number
affected” for U.S. flood events from 1970-2011 listed in EM-DAT as causing
$100M or greater in damages are listed in Table 3. This data covers a longer
historic time period than the flood data used for the economic analysis and
the EM-DAT events listed may not match the events listed in Table 2 exactly
due to differences in damage reporting between the two databases.’® The
low, high, and average of the “total affected” data in Table 3 are used as the
social displacement estimates for floods in the SNRA.

The “total affected” measure includes the number of people needing
immediate assistance, which can include displacements and evacuations;
the number of people needing immediate assistance for shelter; and the
number of people injured. Because EM-DAT includes injuries in the “total
affected” measure, there is potential for double-counting between the
SNRA injury and displacement estimates for this event. However,
displacement due to floods is typically significantly greater than the
number of injuries, so using EM-DAT’s “total affected” measure was judged
to provide an estimate of social displacement of sufficient precision for the
SNRA. Note that the low estimate may be biased low due to incomplete
reporting of displacement and evacuations in EM-DAT.

85/8/1993: Heavy rain in parts of Oklahoma, Arkansas, and Texas.

9 EM-DAT: The OFDA/CRED International Disaster Database - www.emdatbe, Université Catholique de
Louvain, Brussels (Belgium) [official citation]. EM-DAT is maintained by the Centre for Research on the
Epidemiology of Disasters (CRED) at the School of Public Health of the Université Catholique de Louvain
located in Brussels, Belgium (http://www.emdat.be/frequently-asked-questions ), and is supported by
the Office of U.S. Foreign Disaster Assistance (OFDA) of USAID (http://transition.usaid.gov/our work/
humanitarian assistance/disaster assistance/). See Criteria and Definition, http://www.emdat.be/
criteria-and-definition, EMDAT Data Entry Procedures, at http://www.emdat.be/source-entry , and
EMDAT Glossary, at http://www.emdat.be/glossary/ for details of criteria, thresholds, and methodology
for the EM-DAT database.

10 The historical flood incidents in Table 4 were paired with corresponding historical incidents in Table
3 for the purpose of determining a unique set of records with all consequence numbers, where available,
for the SNRA core data set (Appendix K). However, this identification occurred after 2011, and Table K2
was not included in the SNRA data or documentation reviewed by FEMA and the interagency, or in
classified (full) versions of the SNRA Technical Report.
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Hurricane

A tropical storm or hurricane impacts the U.S. resulting in direct economic
losses of greater than $100 Million.

Data Summary

In the following table, note that the low and high likelihoods do not
correspond to the low and high consequences. In addition, low and high
consequences are not necessarily correlated with each other between
different consequence categories.

Description Metric Low Best High
i Number of
Fatalities Fatalities! 0 26 1,200
Injuries and Illnesses Number of {njun'es 0 650 30,000
or Illnesses
Direct Economic Loss  |U.S. Dollars! $.1(.)0 $5.7 Billion| $92 Billion
Million
P Displaced from .
Social Displacement Homes > 2 Days? 140 520,000 | 5 Million
Psychological Distress [Qualitative Bins See text
Environmental Impact |Qualitative Bins3 High*
Number per
Frequency of Events Vears 0.33 1.9 7

Table 1

Event Background

For the purpose of the SNRA, a national-level hurricane is defined as a
hurricane producing direct economic loss in excess of $100 million dollars.
Economic damages reported here are a combination of coastal flooding and
wind damage generated by hurricanes and tropical storms. A 40 year time
period, from 1970 to 2010, was used to estimate the interarrival rates/
frequencies and consequences for hurricanes exceeding the $100 million
threshold. While accurate hurricane damages have been recorded since
before 1900, mitigation and evacuation strategies have significantly
changed since the turn of the 20t century, substantially lowering hurricane
consequences. To capture a representative subset for current hurricane
consequences, only storms recorded after 1970 were used for this report.
Table 1 reports the maximum, average, and minimum frequency with
which such hurricanes occurred in the United States, and the maximum,
average and minimum consequences for fatalities, injuries, and direct
economic losses associated with hurricanes in the set. A list of all
hurricanes with accompanying economic consequences and fatalities is
shown in Table 2.

Low, average and high estimates were developed in the following manner
from the normalized consequence estimates and historic record. For
fatalities, injuries and direct economic loss, the low estimate is the smallest
consequence for events that exceed $100 million. For event frequency, the
low estimate is derived from the greatest time gap, tmax, between years with
national level events. The average frequency is the expected number of
events in a given year. Similarly, the average for fatalities, injuries/illness,
and direct economic loss are the expected value for each measure given the
occurrence of a national level hurricane. The maximum frequency is the
maximum number of national level hurricanes recorded in a single year.
The maximum for fatalities, injuries/illness, and direct economic loss is the
greatest value produced by a single storm in each consequence category.

It is important to note that the frequency estimates reported here differ
from probabilities. The frequency of a national-level hurricane can be
greater than one, while a probability cannot. Additionally, while the

1 Low, best, and high estimates for fatalities, injuries and illnesses, and direct economic loss are the
historical minimum, average, and maximum for each consequence type in the event set. Extremal events
for one consequence type may but generally do not correspond to those for other consequence types.

2 Low, average, and high reported “total affected” for hurricanes causing greater than $100M in eco-
nomic damage as recorded in the EM-DAT database during the time period 1970-2011. See Social
Displacement section in this summary sheet for details.

3 The United States Environmental Protection Agency (EPA) convened an ad hoc group of environmental
experts representing the fields of environmental science, ecological risk, toxicology, and disaster field
operations management to estimate environmental consequences for this event. The comments and
rankings presented in this Risk Summary Sheet have not undergone review by the EPA and only repre-
sent the opinions of the group. Estimates pertain to the potential for adverse effects on living organisms
associated with pollution of the environment; they are grouped into high, moderate, low, and de mini-
mus (none) categories. Experts provided both first and second choice categories, allowing the experts to
express uncertainty in their judgments as well as reflect the range of potential effects that might result
depending on the specifics of the event. The first choice represents the ‘best’ estimate.

4 Hurricanes were given a best estimate of ‘High’, with a second best estimate of ‘Moderate’. The experts
assessed that hurricanes can cause ecological impacts, beach erosion, nutrient loading, chemical con-
tamination, salt water intrusion into fresh water bodies, and removal of plants leading to erosion. Large
areas can experience impacts.

5 Historical low, average, and maximum number of events per year (calculated from interarrival times).
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average estimates for consequences and frequency are correlated and
approximate the average annual loss when multiplied together, the
maximum and minimum historical values for consequence and frequency
are uncorrelated and do not have meaning when multiplied together.

Fatalities

Fatality estimates are based directly on the historic record (Blake, Landsea,
& Gibney, August 2011). The historical maximum for fatalities was Katrina
in 2005 with an estimated 1,200 deaths.6 Several storms within the 40
year time period exceeded $100 million in economic damages without
causing any loss of life. While several storms have zero recorded fatalities,
fatality estimates were not always available for events with less than 25
fatalities. In the case where records were not available, fatality estimates
were apportioned as percentages of yearly hurricane fatalities based on
economic damages. The average of all national level hurricanes was then
used to produce the historical average of 26 fatalities per storm. The table
of national level hurricanes, Table 2, contains a total of 2016 fatalities from
78 distinct events.

Injuries and Illnesses

Injury/illness estimates were produced for each hurricane based on a
linear model relating fatalities to injuries and illness. The model is derived
from Hurricane Andrew in 1992 (CDC, 1993). A model was needed
because accurate injury and illness estimates were not readily available for
most hurricanes. Fatality, injury and illness statistics are available for
regional hospitals and mobile clinics, but these reports do not provide
comprehensive estimates for hurricane related injuries. Evacuees can
travel hundreds of miles (Faul, Weller, & Jones, September 2011) before
receiving medical attention creating a difficult task when accounting for
the number of storm related injuries. The CDC, however, has published
injury/illness and fatality estimates for 19 parishes during Hurricane
Andrew (CDC, 1993) that the SNRA project team used to model a multiplier
for estimating total injuries. There were approximately 25 injuries to
every fatality within the study group. The multiplier was applied to the
fatality estimates to obtain injury/illness estimates for hurricane
consequences.

Economic Loss

To provide an accurate assessment for current year planning, historic
economic damage estimates have been updated to a 2011 base year.
Economic and health & safety consequences, derived directly from historic
record, are updated based on changes in populations, building structures,
and infrastructure. These damage estimates are published by ICAT and
available via the internet.” A full description of methods used in economic
loss normalization is documented by Pielke (Pielke Jr., Gratz, Landsea,
Collins, Saunders, & Musulin, 2008). In total, 78 hurricanes exceeding the
$100 million threshold are aggregated in the findings of this report. These
estimates potentially contain indirect economic losses. There is not a clear
disambiguation for economic loss estimates as there is no readily available
record for each loss estimate. Due to this ambiguity, economic loss
estimates have the potential to be biased high by as much as 20 percent.

For economic loss, $100 million (1993 Hurricane Emily) is the smallest
normalized historic loss that meets the $100 million threshold. Twelve
historic events exceeding the economic threshold did not result in any
fatalities and, consequently, were not estimated to cause any
injuries/illness resulting in a minimum for both fatalities and
injuries/illness of zero. The greatest gap occurs between 1985 and 1988.
This three year time lapse between national level events results in an
interarrival frequency of 0.33, or 1/tmax.

The average economic consequence is $5.7 billion per event. On average,
26 fatalities occur per event with an average of 650 injuries per event. The
average time between national level events is approximately six months,
resulting in 1.9 events expected per year. An estimate of the average
annual loss for each consequence type (e.g., fatalities per year or economic
loss per year) can be obtained by multiplying the average frequency by the
average consequence in a category. The average annual fatality and
economic losses for the set of 78 historic events analyzed are approxi-
mately 26 fatalities per year and approximately $5.7 billion per year.

6 Note that fatality and economic damage estimates can differ across sources, including official U.S.
Government sources, depending upon different definitions of what is counted. The fatality estimate of
1,200 for Hurricane Katrina was the latest official estimate of the National Hurricane Service for fatalities
directly caused by the hurricane as of August 2011, as reported in the primary source used for fatality
data by the SNRA (Blake and Landsea, p. 5). Counts of all fatalities including indirect fatalities can total
1,833, the current official estimate for all fatalities, or higher.

7 ICAT damage estimates are available at http://www.icatdamageestimator.com. Accessed September
16,2011.
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Wildfire

A wildfire occurs within the U.S. resulting in direct economic losses greater
than $100 Million.

Data Summary

In the following table, note that the low and high likelihoods do not
correspond to the low and high consequences. In addition, low and high
consequences are not necessarily correlated with each other between
different consequence categories.

Description Metric Low Best High
L Number of
Fatalities Fatalities 0 5 25
o Number of Injuries
Injuries and Illnesses or Illnesses 0 63 187

Direct Economic Loss |U.S. Dollars $104 Million|$900 Million| $2.8 Billion

q q Displaced from
Social Displacement |~ 00 Days 770 110,000 640,000
Psychological Distress |Qualitative Bins See text
Environmental Impact |Qualitative Bins® High?
Frequency of Events [Number per Year 0.2 | 0.8 ‘ 3

Event Background

Since 1970, wildfires have destroyed more than 10,000 homes and 20,000
other structures across the nation. Fire suppression has cost government
agencies in excess of $20 billion and the insurance industry $6 billion in
restitution.? Severe wildfire events have the potential to create great eco-
nomic losses—from hundreds of millions of dollars to the three California
wildfires in 1991, 1993, and 2003, each of which caused damages greater
than $2 billion.*

Wildfires are a frequent event in the United States: some 1,570,000 wild-
fires were reported for the 20 year period 1990-2009, consuming a total of
94,000,000 acres® and 110 human lives.® Only a small proportion of these
are large enough to overwhelm local fire-fighting capabilities.” Although
the vast majority of large wildfires occur in sparsely populated regions of
the United States—a disproportionate share of the very largest wildfires by
acres burned occur in Alaska8—it is at the “wildland /urban interface,”
where the wilderness meets new urban and suburban areas of high popu-
lation densities, that the wildfires of greatest destructiveness in terms of
human life and economic damage occur.® Overall, although wildfire fre-
quency has decreased in the last 200 years, the severity of wildfires has
increased, and the overall risk to life and property of wildfires in the U.S. is
increasing.? In particular, the frequency and economic costs of the very
largest wildfires considered here show a sharp increase around 1990.11

For even the most catastrophic wildfires in the United States, the numbers
of dead and injured tend to be relatively small. No wildfire causing human
deaths on a catastrophic scale in the United States has occurred since 1918,
when a brush fire engulfed 38 towns across Minnesota, killing 450 peo-
ple.12 Since then, the largest death tolls have not numbered more than 30
from a single incident—for the majority of massive wildfires in recent dec-
ades, potentially affected populations receive sufficient advanced warning
that no human deaths occur.

1 The United States Environmental Protection Agency (EPA) convened an ad hoc group of environmental
experts representing the fields of environmental science, ecological risk, toxicology, and disaster field
operations management to estimate environmental consequences for this event. The comments and
rankings presented in this Risk Summary Sheet have not undergone review by the EPA and only repre-
sent the opinions of the group. Estimates pertain to the potential for adverse effects on living organisms
associated with pollution of the environment; they are grouped into high, moderate, low, and de mini-
mus (none) categories.

2 Experts provided both first and second choice categories, allowing the experts to express uncertainty
in their judgments as well as reflect the range of potential effects that might result depending on the
specifics of the event. The first choice represents the ‘Best’ estimate.

3 Zane et al. for National Center for Environmental Health. 2007. Wildfire-related deaths—Texas, March
12-20, 2006. htt www.cdc.gov/mmwr/preview/mmwrhtml/mm5630al.htm.

4See Table 1.

5 As compiled from National Interagency Fire Center, Total Wildland Fires and Acres (1960-2009),
http://www.nifc.gov/fireInfo/firelnfo stats totalFires.html

6 As compiled from the SHELDUS database http://webra.cas.sc.edu/hvriapps/sheldus setu

sheldus login.aspx.

7 Brush, Grass, and Forest Fires. Ahrens, Marty, 2010, National Fire Protection Association, pp 11, 15:
http://www.nfpa.org/assets/files//PDF/0S.BrushGrassForest.pdf; analysis of SHELDUS database.

8 National Interagency Fire Center, 1997-2009 Large Fires (100,000+ acres), http://www.nifc.gov/
fireInfo/firelnfo stats IgFires.html.

9 Fires in the wildland /urban interface, U.S. Fire Administration 2002, at http://www.usfa.dhs.gov/
downloads/pdf/tfrs/v2i16.pdf; quoting Ainsworth et al, Natural History of Fire and Flood Cycles, Uni-
versity of California-Santa Barbara 1955, and ‘History of fire’, National Park Service.

10 Wildfire hazards - a national threat. Fact sheet 2006-3015, U.S. Geological Survey, Department of the
Interior, 2006; available at http://pubs.usgs.gov/fs/2006/3015/2006-3015.pdf.

11 Analysis of SHELDUS database.

12 National Interagency Fire Center, Historically significant wildland fires: http://www.nifc.gov/firelnfo
firelnfo stats histSigFires.html.

The health risk of wildfires is largely dependent on the population in the
impacted area as well as the speed and intensity with which the fire moves
through those areas.!3 Wildfires can increase eye and respiratory illnesses
related to fire-induced air pollution. Wildfires can also result in direct and
indirect deaths caused by direct contact with the wildfire or wildfire prod-
uct (e.g., smoke or superheated air) or from indirect contact with a wildfire
product (e.g.,, smoke that caused poor visibility resulting in a car crash).1#

Figure 1. Wildfires Greater than 250 Acres, 1980-200315
Wildfires in the United States and Puerto Rico

Assumptions

The estimates provided above are based on historical examples of major
wildfires in the United States. The dataset that was considered comprises
all wildfires with reported total economic damage of $100 million or
greater (in 2011 dollars) which occurred from 1990 to 2009.16

Fatalities and Injuries

The SNRA project team used the following assumptions to estimate health
and safety consequences caused by a wildfire event:

o In order to produce the summary figures in the “Data Summary,” all “Low,”
“Best,” and “High,” estimates for human deaths and injuries are calculated
from the dataset of catastrophic wildfires selected according to the economic
cutoff of $100M minimum (see Table 1). The set chosen by this economic
measure captured the range of the scenarios most catastrophic in numbers of
dead and injured for all historical wildfires in the United States since 1990. To
compute “Low”, “Best”, and “High” estimates for fatalities and injuries the his-
torical low, average, and high values of the 1990-2009 dataset were used.

o The best-estimate frequency is the average frequency of occurrence of this set
of wildfires in the selected twenty-year period. The low frequency is the in-
verse of the longest time interval between wildfires in this set (in days, meas-
ured from fire begin day); the high frequency is the greatest number of fires
which occurred in one year (four, in 2006).

Economic Loss

The SNRA project team used the following assumptions to estimate eco-
nomic consequences caused by a wildfire event:

o Since total monetary losses appeared more representative of the geographic
spread of wildfires and the relative difficulty of fighting them than the number
of dead and injured, the former were used to select a set of national-level
events having the capability to overwhelm local emergency response efforts.

o All “Low,” “Best,” and “High,” estimates are calculated from historical data of
property damage and crop damage, comprising all U.S. wildfires between
1990 and 2009 meeting a cutoff of $100 million dollars total cost adjusted to
2011 dollars (Table 1).17 As the frequency and severity in economic conse-
quences caused by large wildfires were seen to have sharply increased after
1990, the dataset was restricted to this date range to be more representative
of present-day conditions.

Estimates of total losses for wildfires can vary greatly between sources. One of
the reasons for this is that different types of economic cost—the cost of sup-
pressing the fire, private property damage, crop damage, costs incurred for
environmental remediation, and the indirect business-interruption costs due

13 U.S. Climate Change Science Program. 2008. Analyses of the effects of global change on human health
and welfare and human systems: A Report by the U.S. Climate Change Science Program and the Sub-
committee on Global Change Research. Gamble J.L. ed, Ebi et al authors, U.S. EPA.

14 Zane et al. for National Center for Environmental Health. 2007. Wildfire-related deaths—Texas, March
12-20, 2006. http: //www.cdc.gov/mmwr/preview/mmwrhtml/mm5630alhtm.

15 Wildfire Hazards - A National Threat. U.S. Geological Survey fact sheet 2006-3015, Feb 2006,
available at http://pubs.usgs.gov/fs/2006/3015/2006-3015.pdf .

16 As compiled from the SHELDUS database, http://webra.cas.sc.edu/hvriapps/sheldus setup/ shel-

dus login.aspx. SHELDUS breaks down wildfire events into separate counties, and sometimes breaks
down single wildfires in the same location into separate fires with overlapping date ranges, dividing
casualty and damages between them to avoid double counting. Where this was obviously done (fires
reported by counties in the same state having the same time range, or reported in the same city with
overlapping or continuously adjacent time ranges) the separately reported portions of a single fire event
were consolidated into single events.

All wildfires (after consolidation) above the $100 million threshold in 2011 dollars (a CPI multiplier of
1.0464 was used to convert the December 2009 values given in SHELDUS to May 2011) from 1970
follow after these endnotes. As noted in the “Assumptions” section, only the data points from 1990 on
were used for analysis.

17 Available at http://webra.cas.sc.edu/hvriapps/sheldus setup/sheldus login.aspx.
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Tornado

A tornado event (either a single tornado or a cluster of tornadoes that form
during a single storm system) occurs in the United States resulting in direct
economic losses of or greater than $100 Million. The methodology for
determining clusters can be found below.

Data Summary1.2

Description Metric Low Best High
™ Number of
Fatalities Fatalities3 0 22 316
Injuries ABL B AN G 0 247 3125
or Illnesses3

Direct 3 $103 $450 .
Economic Loss 05, Dellers Million* Million e/ il
Frequency of |Number per Unit 0.63 per 2.9 per 7 per
Events of Time® Annum Annum Annum

Event Description

The most destructive and deadly tornadoes occur from supercells - which
are rotating thunderstorms with a well-defined radar circulation called a
mesocyclone (supercells can also produce damaging hail, severe non-tor-
nadic winds, unusually frequent lightning, and flash floods).¢ Although
tornadoes appear throughout the world, the continental United States is
subjected to more tornado events than any other country. On average,
there are 1,300 tornadoes that hit the United States each year, of which an
average of 140 (or approximately 10%) are significant (rated as EF2 or
higher on the enhanced Fujita scale).” Tornadoes are more common in the
United States than in any other country because of the interactions be-
tween cold fronts coming from Canada that collide with warm fronts that
hit the central United States via the Gulf of Mexico. This collision generally
centers over the central and southeastern portions of the United States,
and there is a higher frequency of tornadoes that strike these regions.
Nevertheless, tornadoes occurred in all 50 states, the District of Columbia?8
and Puerto Rico between 1996 and 2011.

For the purposes of the Strategic National Risk Assessment, the SNRA team
analyzed tornado events that resulted in $100 million or more in economic
damage. From 1996 to 2011, there were 46 tornado events that met this
criterion. Of these 46 events, 44 were outbreaks that included more than
one tornado. These outbreaks were determined using a clustering method
to aggregate the fatality, injury and economic consequences of tornadoes
that occurred within one day and 150 miles of at least one other tornado.

The economic threshold highlights 46 events during the time frame. Figure
1 outlines data on the tornado events that met the criteria of the $100
million threshold.

Methodology

Note that the tornadoes captured by this threshold represent only 14% of
all tornadoes in the data set. However, those 14% of tornadoes are
responsible for 72% of all fatalities, 58% of all injuries and 75% of all
economic damage from all tornadoes during the 1996 - 2011 timeframe
(see Figure 1).

When appropriate (i.e.,, when temporal and spatial criteria were met) indi-
vidual tornadoes were clustered into multi-tornadic outbreak events. This
was done because DHS is responsible for responding to a single destructive

1 The data reported in this table represent historical U.S. tornado data. The SNRA project team used
historical data from the Storm Prediction Center (SPC) online database. The SPC is a division of the
National Weather Service (NWS), which is a part of the National Oceanographic and Atmospheric Ad-
ministration (NOAA).

2 Social displacement, psychological distress, and environmental impacts of tornado outbreaks were not
assessed for the Tornado event. Expert elicitations and research for these metrics were completed
during the main project phase of the SNRA (summer-fall 2011) before the tornado event was added in
2012. These measures will be assessed in the next iteration of the SNRA.

3 Low, best, and high estimates for fatalities, injuries and illnesses, and direct economic loss come from
the low, average, and high values of the set of events meeting a $100 million threshold of direct eco-
nomic cost. This set came from the National Weather Service’s Storm Prediction Center database on
tornadoes ranging from 1996 - 2011. For further details see Assumptions sections below.

+This is the low estimate when the $100 million threshold is applied.

5 Frequency estimates correspond to the inverse of the number of years of the longest interval between
accident events (low), the mean frequency of the accident events (best), and the greatest number of
accidents within one year (high) of the set described in note 3 above.

6 (Edwards, The Online Tornado FAQ, 2012)

7 This is based on number of tornadoes per year from 1996 - 2011. All calculations are taken from the
SPC database.

8 0n September 24, 2001, a tornado originated in Virginia and passed through Washington DC. The
individual entry for DC was removed during data consolidation. The tornado ID number is 11594 (entry
in the NOAA SPC database is 2001 - 451).

Strategic National Risk Assessment |

event, without separating out damage that comes from different tornadoes.
The SNRA team chose to cluster tornadoes using spatial and temporal
clustering, as this facilitated analysis on the aggregated total of fatalities,
injuries and economic damage caused by tornadoes in a storm system, not
just an individual storm. Through the use of this threshold, the SNRA team
was able to capture the most damaging and dangerous storms from the
data set.

Figure 1. Percentage of tornadoes in the data set that meet the threshold and the
proportion of associated consequences within and outside of the threshold

Tornadoes
BIn the Threshold ~ @Out of the Threshold

14%

v v v

Fatalities Injuries Economic Damage
@Inthe Threshold @Outof the Threshold @Inthe Threshold @ Outofthe Threshold @Inthe Threshold @ Outof the Threshold

28% 42% 25%

72% 58% 75%

In order to cluster the tornadoes, the team created a model that clusters
tornado events if certain criteria are met. The data set has been
programmed to cluster tornadoes if they meet the following two
conditions: 1) the events fall within a one day window?10 and 2) the events
are located within 150 miles of another event.1!

It is important to note that the SNRA team elected to not make the
Enhanced Fujita (EF) Scale (formerly known as the Fujita (F) Scale) rating a
threshold for clustering. A powerful storm (EF4 - EF5) could hit a forest or
a field, causing relatively little damage. At the same time, a weak storm
(EFO - EF2) could cause significant economic damage or loss of life if it
struck a densely populated area. Due to the inconsistency, the SNRA team
felt it was important to include all tornadoes regardless of the EF scale
rankings in the data set.

During this risk assessment, temporally and spatially associated events
were identified as “tornado clusters.” There are two main reasons why the
SNRA team created a model to cluster tornadoes as opposed to relying on
external sources:

o A specific definition of a tornado cluster (also referred to as a tornado
outbreak) is not available for guidance in the meteorological literature. There
is an ongoing debate in the field regarding the definition of an outbreak, as
storm systems can spawn tornadoes over a broad array of time and space.!?
Without a concrete definition, the SNRA team determined that it needed to
create the clustering model internally.

Since the historical data in the data set is arranged by individual tornadoes,
and it does not group tornadoes by storm system, the entire data set had to be
clustered before tornado clusters could be identified. Without the historical
data on storm cells and their production of tornadoes, the decision was made
to infer when tornadoes were associated with one another through the time
and distance conditions.

The specific spatial and temporal parameters in the clustering algorithm
were calibrated using publically available news and weather reports
published on days of tornado outbreaks. Before clustering the data, the
SNRA team checked its main data source, the National Weather Service’s
(NWS) Storm Prediction Center (SPC) database, for consistency. Several
adjustments were incorporated in the SNRA data set:

9 All units of time have been converted to central standard time (CST).

10 The day window accounts for a 47 hour and 59 minute span of time. For example, a day window
would associate a tornado that struck at 00:00 on January 1, 2011 and one that struck at 23:59 on Janu-
ary 2,2011.

11 An event was spatially associated with a previous event if it comes within 150 miles of the path taken
by the previous event.

12 Available definitions that are spatially precise may be nebulous in time, or vice versa. Moreover, many
historical attempts to define the term “tornado outbreak” have failed to account for the spatial outliers,
far removed from tornado clusters but within the same time domain. (Edwards, Thompson, Crosble, &
Hart, 2004)
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APPENDIX O: SNRA 2011 PuBLIC FINDINGS REPORT

The Strategic National Risk Assessment in Support of PPD 8:
A Comprehensive Risk-Based Approach toward a Secure and Resilient Nation

December 2011

Overview

The Strategic National Risk Assessment (SNRA) was executed in support of Presidential Policy
Directive 8 (PPD-8), which calls for creation of a National Preparedness Goal, a National
Preparedness System, and a National Preparedness Report. Specifically, national preparedness is to
be based on core capabilities that support “strengthening the security and resilience of the United
States through systematic preparation for the threats that pose the greatest risk® to the security of
the Nation, including acts of terrorism, cyber attacks, pandemics, and catastrophic natural
disasters.”

As part of the effort to develop the National Preparedness Goal and identify core capabilities, the
Secretary of Homeland Security led an effort to conduct a strategic national risk assessment to help
identify the types of incidents that pose the greatest threat to the Nation’s homeland security.
Representatives from the offices of the Director of National Intelligence and the Attorney General,
as well as other members of the Federal interagency, supported this effort. The assessment was
used:

e To identify high risk factors that supported development of the core capabilities and
capability targets in the National Preparedness Goal;

e To support the development of collaborative thinking about strategic needs across
prevention, protection, mitigation, response, and recovery requirements, and;

e To promote the ability for all levels of Government to share common understanding and
awareness of National threats and hazards and resulting risks so that they are ready to act
and can do so independently but collaboratively.

The subsequent pages provide an overview of the unclassified findings and the analytic approach
used to conduct the SNRA. It should be emphasized, however, that although the initial version of
the SNRA is a significant step toward the establishment of a new homeland security risk baseline, it
contains data limitations and assumptions that will require additional study, review, and revision
as the National Preparedness System is developed. These limitations are discussed below, and
future iterations of the assessment are expected to reflect an enhanced methodology and improved
data sets.

Strategic National Risk Assessment Scope

To inform homeland security preparedness and resilience activities, the SNRA evaluated the risk
from known threats and hazards that have the potential to significantly impact the Nation’s
homeland security. These threats and hazards were grouped into a series of national-level events
with the potential to test the Nation’s preparedness.

1 The DHS Lexicon defines risk as the potential for an unwanted outcome resulting from an incident, event, or occurrence,
as determined by its likelihood and the associated consequences. Accessed at: http://www.dhs.gov/xlibrary/assets/dhs-
risk-lexicon-2010.pdf

436 Supplement: SNRA 2011 Unclassified Documentation of Findings - Pre-Decisional Draft
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Electric Grid Failure (Natural / Accidental)

Event Description

Electric Power Grid Failure: A significant regional power-grid failure that extends beyond the
geographic area of theinitiating incident, which is due to natural disaster/hazards, equipment
failure, distribution/transmission failure/disruptions, or public appeals to reduce usage (brown-to
blackouts).

Event Background

Electric Power Grid Failures are common. Significant ones are often associated with large-scale
natural hazards, such as hurricanes, earthquakes, solar storms, and major winter storms. In
addition to the natural physical effects of the events and the damage on the generation,
transmission, and distribution equipment, the power grid is designed to fail “safely,” which isto
say, the control systems and operating protocols will intentionally shut down undamaged
elements of the grid if sudden changesin supply and demand make the grid unstable. The
Electric Power Grid Failure scenarios under evaluation are those that are attributable to the
physical destruction of natural disasters, equipment failure, distribution/transmission disruptions
and public appeal s to reduce usage.

There is no single interconnected national grid for the U.S. Instead, the continental U.S. is served
by four separate grids, which cannot be impacted by the failure of their neighbors, though it is
feasible for events to impact more than one of the grids within the U.S.

The four separate networks are:

» The Western Interconnection, which serves those contiguous states west of the Rockies as
well as their Canadian neighbors and portions of Northwestern Mexico;

= TheElectric Reliability Council of Texas, which serves only the state of Texas,

» The Eastern Interconnection which serves all states (and Canadian Provinces) east of the
Rockies and South of the Great L akes and New Y ork, and

» The Quebec Interconnection, which serves New Y ork, New England, and Canadian
provinces east of Manitoba.

The Eastern Interconnection is actually made up of four interconnected but separately managed
grids, allowing some cascading failures within this large, heavily populated area.

No scenario exists for anational U.S. power grid failure, except apocalyptic events that may
make power restoration issues seem minor.

A gquantitative analysis of data provided by the National Protection and Programs Directorate
(NPPD) regarding electric power grid outages from 2005 through 2014 was performed using
those reported outages caused by 16 natural, equipment and public appeals for reduction of usage
categories. Adversarial and Space Weather outages were not addressed in this analysis, but are
covered elsewhere in the Strategic National Risk Assessment Summary; however, the resulting
economic impacts may be comparable.

Over 10 yearsthat cover the reported events, it is understood that more events occurred but only
the reported events that resulted in outages were considered. These events led to significant
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Migrant Surge / Mass Migration

Synopsis

This survey of recent mass migration surge events and areview of associated research literature
indicate thereis a strong likelihood of future surges to the U.S. Such surges are caused by
complex structural factors that render *quick solutions' unlikely. This paper provides an
overview of the “Why,” “Who,” and “How” of migration, including the dangers migrants
encounter in their journey, an overview of the recent history of migration, examples of recent
surges, and a brief overview of the roles and responsibilities of various U.S. Government
agencies related to mass migration.

The literature review is grouped into two themes: (1) the 2014 Central American surge of
unaccompanied children, and (2) push factors are intensifying and are likely to increase the
frequency of surges.

Literature Review — Risk of Mass Migration Likely Increasing

I ntroduction
Event Description

Mass Migration is defined as a concentrated flow, or surge, of migrants into the United States
primarily along maritime and land borders, regardless of method of entry or reason for
migrating.'® This assessment isinclusive of both legal and illegal (undocumented) migration
attempts. It is focused on the short-term impacts to the United States in handling a surge of
migrants, that is, primarily the increased resources and capabilities needed to manage a surge.
It does not attempt to assess the long-term impacts of legal or illegal immigration. This
assessment al so does not consider repatriation efforts even in events where repatriation and mass
migration may be comingled concerns.

169

Event Background
Why People Migrate

Marc Rosenblum?” and Kate Brick’s 2011 study, U.S. Immigration Policy and Mexican/Central
American Migration Flows: Then and Now, explains “why people move, who and how many
people migrate, and how they choose where to go, depends on a combination of structural factors
that are difficult for governments to control and on the policy environment in which migration
decision making occurs.” 1"

168 Methods for entry and the reasong/intent for gaining entry are discussed in the event background.

16 For example, maritime and |and-based border patrol and search and rescue services, law enforcement and immigration courts services, and
providing shelter, clothing, food, medical treatment, and other health and welfare services.

10 Marc R. Rosenblum also co-edited the Oxford Handbook of the Palitics of International Migration published June 2012. This resource was not
reviewed due to its length and the fact that the scope of the book covers more than just migration to the U.S. It is, however, a notable contribution
to the literature of Mass Migration.

171 Rosenblum, Marc R. and Kate Brick. U.S. Immigration Policy and Mexican/Central Migration Flows: Then and Now. Washington, DC:
Migration Policy Ingtitute. 2011.
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Emerging Infectious Diseases Other Than Influenza

Summary

Emerging Infectious Diseases (EIDs) with pandemic potential represents a major worldwide risk
to global health security. Though there is no single universally agreed upon definition, EIDs can
be understood either as new recognized diseases or “re-emerging” or “resurgent diseases’ which
are known and may have been previously controlled but are now reappearing with increasing
occurrence, or threaten to increase over previously endemic or new population or geographic
area. This aso includes pathogens that have devel oped new attributes such as increase resistance
or virulence. Of most concern are EIDs which have possible global pandemic risk where limited
or no readily available therapeutic counter-measures are available. Leaving governments to rely
on enhanced mass public health infection control practices such as protective travel and
commercial restrictions, closing schools, or in worst case scenarios enforced quarantine for the
affected population. If it isscientifically proven that a particular EID resulted from an accidental
or deliberate release, then it could be anticipated that the U.S. government, private critical health
care infrastructure stakeholders, aswell as foreign governments will take countermeasures
commensurate with the nature and scope of such athreat. Such a scenario may result in
additional and unforeseen geopolitical consequences depending on the scale and scope of the
event or incident.

Not including influenza outbreaks such as HIN1, examples of recent notable EIDs have
included: Ebola; Severe Acute Respiratory Syndrome (SARS); Middle East Respiratory
Syndrome (MERS). Combined, these EIDs resulted in the loss of millions of lives and billions of
dollars. Causal factors include: microbia adaptation and evolution; demographic migration; new
technology and industry; increased economic development and changing land use; greater
contact between people and animals; international travel and trade; and the lack of adequate
global public health infrastructure to carry out surveillance and control measures. Added to this
list isthe potential for bio-engineered EIDs resulting from future military conflict or terrorism. In
addition to the human and economic toll, the Ebola epidemic in West Africais very instructive
of the risk that EIDs have to destabilize governance processes, ferment social unrest, overstress
critical national health infrastructures, and restrict international commerce and travel.

Discussion

An emerging infectious diseases (EIDs) is defined as “infectious disease that is newly recognized
as occurring in humans; one that has been recognized before but is newly appearing in adifferent
popul ation or geographic areathan previously affected; one that is newly affecting many more
individuals; and/or one that has developed new attributes.” 42 New and naturally occurring
attributes can include changes in mode of transmission, incubation periods, severity of morbidity
and mortality rates, etc. Additionally, there is the risk of man-made bio-engineering to be

42 | nstitute of Medicine IOM, Microbial Threats to Health: Emergence, Detection and Response, 2003; and Fineberg and Wilson, “Emerging
Infectious Diseases,” International Risk Governance Council (IRGC), 2010.
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Threat and Hazard Identification and Risk Assessment: Capability
Target Visualizations

Introduction

The SNRA provides a strategic view of risk to support the collective understanding of the full
range of threats, hazards, and challenges facing the Nation. With thisin mind, the SNRA project
team analyzed the Threat and Hazard Identification and Risk Assessments (THIRA) received
from jurisdictional partners to gain a better understanding of what capabilities requirements
jurisdictions have identified and for which they are currently planning. The SNRA project team
intends on comparing the effects identified across a broad range of risks from the SNRA, against
the capabilities requirements identified in the jurisdictional THIRAS, to identify any correlations
between national-level risk assessment and reported jurisdictional requirements. The following
depicts the outputs from the THIRA analysis. The crosswalk between effects identified in the
SNRA and jurisdictional capability requirements was not accomplished during the 2015 SNRA
project and should be considered for future iterations of the SNRA.

Background

The THIRA is afour-step common risk assessment process that hel ps the whole community
understand its risks and estimate capability requirements. FEMA) Regions and jurisdictions
identify risksin Step 1 of the THIRA process and map their risks to core capabilities to develop
capability targets which define success. Capability targets provide a glimpse of the impacts
regions and jurisdictions are preparing for across the Nation.

Analysis

The following graphs depict representative targets* in terms of absolute capability for selected
core capabilities. Each core capability graph depicts a sample subset of capability targets on a
logarithmic scale and incorporates isoclines to show increasing levels of absolute capability
requirements. Taken together, these graphs demonstrate the range of jurisdictional planning to
deliver core capabilities across awide range of threats and hazards.

* Representative targets depict a sample subset of submitted 2013 THIRA targets, as not all
targets included compar able elements for analysis.

Fatality Management Services

Figure 6 represents the range of 2013
THIRA targets that focused on initiating
fatality management services within a set
period of time. While the number of
fatalities varied widely, most
jurisdictions defined their success as wl e ¢ o _wee Greater Capability
initiating fatality management within 24 MR- S NPR DT PR

. .. * L 2
to 72 hours. Figure 1 shows a mgjority of .
the represented targets included impacts

Fatality Management Services

0.1 *

Time - Days

10.0

of 10,000 fatalities or fewer, whilea .
g’nal | a‘ wbﬂ wggﬂw pOter]ti al 1000 10 100 1,000 10,000 100,000 1,000,000 10,000,000
impacts of higher magnitudes. Severa of Number of Fatalities

Figure 7: Fatality Management Services
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the targets with higher fatality impacts al so identified time frames of 24 to 72 hours, indicating
that these targets require greater capability to be successful.

Mass Care Services

A magjority of Mass Care Services
targetsindicated jurisdictions’ desires
to achieve their targets within 72 hours
or fewer; however, athird of
representative capability targets
included arange of 5 daysto 8 weeks
as sheltering objectives can vary
widely depending on requirements.
Likewise, the range of people
requiring sheltering services ranged
from severa dozen to several million,

0.1

1.0

Time - Days

10.0

100.0

Mass Care Services

*e *
* “w e o *
*
0 o @ 6 S0NCOOES <o
* * >
* e oo
*e o <
* *

*

100 1,000 10,000 100,000 1,000,000 10,000,000

People Requiring Shelter

indicating that jurisdictions are
planning for awide scale of impacts. The
variation in Mass Care Services targetsis
likely due to the wide range of sheltering
impacts identified in Step 3 of the
THIRA process, asimpacts are linked to
the size and complexity of threat and
hazard scenarios identified in Step 1 of
the THIRA process.

Public Health and Medical Services

Figure 8 shows that approximately half
of the represented Public Health and
Medical Servicestargetsincluded
impacts of 10,000 to 100,000 people
requiring treatment. The Public Health
and Medical Servicestargetsare
correlated to time parameters, as they
depict that the time required to achieve
success increases with the number of
people requiring treatment. Several
targets requiring the most capability to be
successful included longer-term actions,
such as providing prophylaxis and
treatment for an epidemic.

Housing

Similar to the wide range of targetsto
deliver Mass Care Services, Figure 4
depicts awide variation in Housing
targets to meet long-term housing

| 98

Figure 8. Mass Care Services

Time - Days

0.0

Public Health and Medical Services

0.1

10

10.0

100.0

100 1,000 10,000 100,000 1,000,000 10,000,000

People Treated

Figure 9: Public Health and Medical Services
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Figure 10: Housing
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Overview

The SNRA is a process implemented by the Federal Government to identify the threats and
hazards that pose the greatest risk to the Nation® and provide necessary context for those threats
and hazards to support national preparedness planning. The SNRA informs and supports the
National Preparedness Goal, the National Preparedness System, which is based on *Identifying
and Assessing Risk” ', the National Preparedness Report (NPR)™, and other efforts throughout
the whole community to enhance security and resiliency. Whole community partners use risk

assessments to inform efforts to build and sustain capabilities, including planning, training, and BI5)
EXErcises.
The 2015 SNRA process reviewed the national risk environment and included thefollW
(B)(5)
The SNRA findings include:
()5)
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Overview

The SNRA is a process implemented by the Federal Government to identify the threats and
hazards that pose the greatest risk to the Nation® and provide necessary context for those threats
and hazards to support national preparedness planning. The SNRA informs and supports the
National Preparedness Goal, the National Preparedness System, which is based on “Identifying
and Assessing Risk” ', the National Preparedness Report (NPR)™, and other efforts throughout
the whole community to enhance security and resiliency. Whole community partners use risk
assessments to inform efforts to build and sustain capabilities, including planning, training, and
EXErcises.

The 2015 SNRA process reviewed the nationa risk environment and included the following:
= A revisit and refresh of the 2011 SNRA analysis and findings;

= Expansion of the quantitative evidence base of the 2011 SNRA, which included
additional threats and hazards;

= Anexamination of the potential impacts of climate change upon national preparedness;
= A review of evolving threats to the Nation; and
= Qualitative analysis of additional threats and hazards.

The SNRA findings include:

= Natura hazards, including hurricanes, earthquakes, tornadoes, droughts, wildfires, winter
storms, and floods, present a significant and varied risk across the country.

= A virulent strain of pandemic influenza could kill hundreds of thousands of Americans,
affect millions more, and result in economic loss. Additional human and animal
infectious diseases, including those previously undiscovered, may present significant
risks.

= Technological and accidental hazards, such as transportation system failures, dam
failures, or chemical substance spills or releases, have the potential to cause extensive
fatalities and have severe economic impacts, and the likelihood of occurrence may
increase due to aging infrastructure.

= Damageto the electric grid from a space weather event or a deliberate attack could cause
cascading impacts through other infrastructure systems, with the potential for loss of life
and economic disruption.

® The scope of the 2015 SNRA approximately coincides with the space of homeland security contingent risks, with
some exceptions, notably including climate change.

19\Whole community partners currently identify and assess risk through the THIRA process at the jurisdictional level
and the SNRA identifies and assessrisk at the national-level. Jurisdictional partners include states, territories, tribal
governments and urban areas. FEMA Regions also conduct the THIRA process on an annual basis.

1 Theintent of the NPR is to provide the Nation—not just the Federal Government—uwith practical insights on core
capabilities that can inform decisions about program priorities, resource allocation, and community actions.
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Thethreat and hazard identification process of the SNRA highlighted a number of additional
threats and hazards, including:

While the SNRA represents a significant step toward understanding the Nation’ s threats and
hazards, it contains data limitations and assumptions that will require additional study, review,
and revision.

2 Pre-decisional Draft

(b)(5)

000077




| 2015 Strategic National Risk Assessment

= Terrorist organizations or affiliates may seek to acquire, build, and use weapons of mass
destruction. Conventional terrorist attacks, including those by “lone actors” employing
physical threats such as explosives, and armed attacks, present a continued risk to the
Nation.

The threat and hazard identification process of the SNRA highlighted a number of additional
threats and hazards, including:

= Natura hazardsincluding heat waves, plant disease, tsunamis, volcanic eruptions,
antibiotic resistance and other emerging infectious diseases;

= Technological/accidental hazards including combustible/flammable cargo rail accidents,
industrial accidents resulting in fires/explosions, migrant surges, catastrophic oil spills,
and pipelinefailures;

= Cross-cutting hazards such as electric grid failures from natural and accidental causes,
and fires resulting in urban conflagration; and

= Cyber-attacks, which could have their own catastrophic impacts and could initiate other
hazards, such as power grid failures, financia system failures, and data breaches that
amplify the potential impact of cyber-attacks.

While the SNRA represents a significant step toward understanding the Nation’s threats and
hazards, it contains data limitations and assumptions that will require additional study, review,
and revision.
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Threat/Hazard Type

2015 Strategic National Risk Assessment

Threat/Hazard Description and Impact Threshold

Earthquake An earthquake occurs within the U.S. resulting in direct economic losses
greater than $100 million
Flood A flood occurs within the U.S. resulting in direct economic losses greater than

$100 million

Human Pandemic

(0)(5)

Outbreak***

Hurricane A tropical storm or hurricane impacts the U.S. resulting in direct economic
losses of greater than $100 million

Space Weather***

Wildfire A wildfire occurs within the U.S. resulting in direct economic losses greater than

$100 million

(0)(5)

32

Biological Food
Contamination

Accidental conditions where introduction of a biological agent (e.g., Salmonella,
E. coli, botulinum toxin) into the food supply results in 100 hospitalizations or
greater and a multistate response

Chemical Substance
Spill or Release

Accidental conditions where a release of a large volume of a chemical acutely
toxic to human beings (a toxic inhalation hazard, or TIH) from a chemical plant,
storage facility, or transportation mode results in either one or more off-site
fatalities, or one or more fatalities (either on- or off-site) with off-site evacuations
or sheltering-in-place

Substance Release

Dam Failure Accidental conditions where dam failure and inundation in the U.S. result in one
fatality or greater
Radiological Accidental conditions where reactor core damage in the U.S. causes release of

radiation

Pre-decisional Draft
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Threat/Hazard Type Threat/Hazard Description and Impact Threshold

Earthquake An earthquake occurs within the U.S. resulting in direct economic losses
greater than $100 million

Flood A flood occurs within the U.S. resulting in direct economic losses greater than
$100 million

Human Pandemic A severe outbreak of pandemic influenza with a 25 percent gross clinical attack

Outbreak*** rate spreads across the U.S. populace

Hurricane A tropical storm or hurricane impacts the U.S. resulting in direct economic

losses of greater than $100 million

Space Weather*** The sun emits bursts of electromagnetic radiation and energetic particles
causing utility outages and damage to infrastructure in the U.S., resulting in
direct economic losses greater than $1 billion

Tornado** A single tornado or a tornado outbreak occurs in the U.S. resulting in direct
economic losses greater than $100 million

Wildfire A wildfire occurs within the U.S. resulting in direct economic losses greater than
$100 million
Winter Storm* A winter storm event occurs within the U.S. resulting in direct economic losses

of $1 billion or greater

Technological / Accidental

Biological Food Accidental conditions where introduction of a biological agent (e.g., Salmonella,
Contamination E. coli, botulinum toxin) into the food supply results in 100 hospitalizations or
greater and a multistate response

Chemical Substance | Accidental conditions where a release of a large volume of a chemical acutely
Spill or Release toxic to human beings (a toxic inhalation hazard, or TIH) from a chemical plant,
storage facility, or transportation mode results in either one or more off-site
fatalities, or one or more fatalities (either on- or off-site) with off-site evacuations
or sheltering-in-place

Dam Failure Accidental conditions where dam failure and inundation in the U.S. result in one
fatality or greater

Radiological Accidental conditions where reactor core damage in the U.S. causes release of
Substance Release radiation

Transportation System | Accidental conditions where a bridge failure occurs within the U.S., resulting in
Failure* one fatality or greater20

hundreds of millions occur every year in the Nation. Space weather events are also constant occurrences. a higher
threshold was required to capture events surpassing the “ 100-year storm,” which the electric power industry has
suggested would cause direct economic lossin the billions of dollars, at minimum.

% The scope of the Transportation System Failure hazard is determined by the data that was actually used as the
basis for the quantitative estimates of likelihood and impacts. The unclassified data available for the 2015 SNRA
consisted of bridge failure data.
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Drivers and Evolving Threats

The 2015 SNRA included research on evolving threats, building off of previous Federal
Emergency Management Agency (FEMA) strategic foresight research and additional U.S.
Government reviews of evolving threats relevant to nationa preparedness. Certain threats and
hazards frequently appeared in documents across governmental, intergovernmental, non-profit,
and academic sources as potentialy growing issues of concern for the U.S. as awhole and the
world in the near-term and long-term. Of these, the SNRA anaysis identified the following
trends as having the strongest evidence for impacting national preparedness in the future.

Demographic Shifts in the U.S. and Potential Future Challenges

Over the next four decades, the U.S. popul ation may undergo significant demographic changes
that will have ramifications for the country economically, politically, and socialy. Internal
migratory shifts will shape the country demographically and could have wide ranging
ramifications, as more Americans are living in metropolitan and coastal regions.*’ Changes to
the climate and sea level rise could make homes and businesses congregated along coastal areas
more prone to flooding. In addition, more concentrated popul ations could make evacuations
more difficult, strain access to medical resources, and increase stress on aging critical
infrastructure.®

Food and Water Insecurity

Climate change, global population growth, and economic devel opment have the potential to
create water and food insecurity in the coming decades. Food and water insecurity have the
possibility of affecting the U.S. domestically and its relationships with numerous countries. Over
the course of the next 10 years, many countries important to U.S. national security will
experience water problems causing instability in those regions of the world. ** As demand for
these critical resources grow, global supplies may be insufficient to meet the demand.

Homegrown Violent Extremists

Theterrorist threat to the Nation remains significant and continues to evolve. Individuals (lone
offenders) and small groups acting on their own initiative are atenacious threat and difficult to
counter.® In recent years, the adept use of media by new groups has created unprecedented
opportunities for their organizations to reach potential recruits and influence people.®* Social
media and the Internet have the potential to play acritical rolein the immediate future in

% Federal Emergency Management Agency, Strategic Foresight Initiative, January 2012, p. 8.

% Federal Emergency Management Agency, “U.S. Demographic Shifts: Long-term Trends and Drivers and Their
Implications for Emergency Management, Srategic Foresight Initiative White Papers, May 2011, p. 5,
http://www.fema.gov/media-library/assets/documents/103600.

3 National Intelligence Council, Global Water Security, February 2, 2012, p. iii.

% Department of Homeland Security, 2014 Quadrennial Homeland Security Review, p. 18.

% Nicholas J. Rasmussen, Current Terrorist Threat to the United States, Testimony before the Senate Select
Committee on Intelligence, February 12, 2015.
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Climate Change and National Preparedness

Scientific evidence indicates the climate is changing and significant economic, socia, and
environmental impacts are expected as aresult. Climate change is an increasingly significant
factor in assessing and managing risks and vulnerabilities to extreme events. Over the past 50
years, much of the U.S. experienced increases in prolonged periods of excessively high
temperatures, heavy precipitation, and, in some regions, severe floods and droughts.®” The best
available scientific data indicates these trends will continue and will likely have further
cascading effects on human health, infrastructure, and the economy.®®

Primary Impacts

The impacts of climate change will vary across the Nation, but the following are examples of
critical anticipated shifts in the frequency, intensity, and/or geographic range of natural hazards:

» Increasing heavy precipitation events will contribute to flash floods and urban floods.*

= Average global sealevel hasrisen by approximately eight inches since reliable record
keeping began in 1880 and is projected to rise another one to four feet by 2100.%

=  Western forestsin the U.S. will be more frequently affected by large and intense fires.*!
= Thefrequency and intensity of heat waves will continue to increase.*?

= Higher temperatures cause faster evaporation rates, which may lead to drought conditions
even when there is no decrease in precipitation.*

=  Over thelast threeto five decades, the heaviest rainfall events have become heavier and
more frequent,* and these are projected to continue in most of the U.S.;* and

= Although many contributing factors make hurricanes difficult to predict, most models
project an overall increase in the frequency of the strongest (Category 4 and 5) hurricanes
by the end of the century.*

Due to the complexity of climatological forecasting and the myriad anticipated impacts, some
uncertainty remains about the magnitude and types of future changesto natural hazards. It is
clear, however, that increasing frequency, intensity, and impacts of hazards due to climate

3" NCA3 Highlights,” Climate Change Impacts in the United Sates: The Third National Climate Assessment:
Highlights’ http://nca2014.globalchange.gov/Highlights, Pg. 24

% NCA3 Highlights, Pgs. 12—14

¥ U.S. Third National Climate Assessment (NCA3), “Climate Change Impacts in the United Sates The Third
National Climate Assessment,” U.S. Global Change Research Program, May 2014

http://nca2014.global change.gov/report, Pg. 75

“ONCA3, Pg. 66

“ NCA3, Pg. 192

“2NCA3, Pg. 64

“ NCA3 Highlights, Pg. 24

“ NCA3 Highlights, Pg. 25

** NCA3, Pg. 37

“® NCA3, Pg. 41
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Threats and Hazards of Greatest Concern by
Whole Community Partners

The SNRA also supports the integration of other risk assessment efforts, including the THIRA
processes occurring at multiple jurisdictional levels.> THIRAs from 2012 through 2014 were
reviewed to identify the threats and hazards of greatest concern to urban areas, states, territories,
and tribes across the Nation. The 2014 THIRA analysis highlighted five threats and hazards
frequently selected by a wide range of urban areas, states, tribal nations, and territories: Flood,
Utility Interruption, Hazmat Release—Chemical, Cyber Attack, and Explosive Devices (see
Figure 1). Flood, the most frequently identified hazard, was included by 64 percent of al
contributing jurisdictions as a hazard of greatest concern.
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Figure 1: Most Frequently Identified Threats and Hazards
in 2014 Jurisdictional THIRAs ™

Y ear-over-year anaysis indicates that the top five threats and hazards of greatest concern across
jurisdictions remained largely consistent from 2012 through 2014, though in adlightly different
order each year. In addition to the top five, other frequently identified threats and hazards
throughout the three THIRA iterations include transportation accidents, human pandemic, and
earthquakes. This reinforces that jurisdictions’ perception of risk has not changed much since
2012. The 2015 SNRA participants reviewed this data to identify potential national-level risks
not previously identified in the 2011 SNRA.

Figure 2 depicts the top 25 threats and hazards identified by all reporting jurisdictions across all
groups (i.e., natural, technological, and human-caused) by year for 2012 and 2013.

> The THIRA process is completed by urban areas, states, tribal nations, territories, and the FEMA Regions.

% While these findings do show trends across several different perspectives, they are not intended to create a ranking
of threats and hazards. Likewise, they are not intended to be representative of all possible threats and hazards within
the jurisdictions, as many jurisdictions utilize varying approaches to selecting threats and hazards for inclusion in
their THIRAS.
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Final Notes

The SNRA process provides a broad analysis of the risks from the varied threats and hazards
faced by the Nation. This assessment finds that a wide range of threats and hazards pose a
significant threat to the Nation, affirming the need for an all-threats/hazards, capability-based
approach to preparedness. The SNRA is designed to inform prioritization and tradeoff decisions
by enabling the analysis of which capabilities are likely to have an impact at reducing identified
high-risk events. Using the SNRA, the whole community can better understand which scenarios
are more likely to impact them, what the consequences would be, and what risks merit specia
attention.

The SNRA process will continue to be implemented in support of the National Preparedness
Goal, the National Preparedness System, and the all-hazards, capability-based planning approach
to national risk management. Although the development and update of the SNRA are important
steps, further analysis through the implementation of regional- and community-level risk
assessments will help communities better understand their risks and form afoundation for their
own security and resilience. The Nation’s preparedness is dependent on whole community
partners understanding the risks they face across all levels of government. In conjunction with
local, regional/metropolitan state, tribal, territorial, insular area, and Federal partners, the SNRA
process will be further implemented and refined in order to serve as a unifying national risk
profile helping to facilitate preparedness efforts across the Nation.
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Final Notes

The SNRA process provides a broad analysis of the risks from the varied threats and hazards
faced by the Nation. This assessment finds that a wide range of threats and hazards pose a
significant threat to the Nation, affirming the need for an all-threats/hazards, capability-based
approach to preparedness. The SNRA is designed to inform prioritization and tradeoff decisions
by enabling the analysis of which capabilities are likely to have an impact at reducing identified
high-risk events. Using the SNRA, the whole community can better understand which scenarios
are more likely to impact them, what the consequences would be, and what risks merit specia
attention.

The SNRA process will continue to be implemented in support of the National Preparedness
Goal, the National Preparedness System, and the all-hazards, capability-based planning approach
to national risk management. Although the development and update of the SNRA are important
steps, further analysis through the implementation of regional- and community-level risk
assessments will help communities better understand their risks and form afoundation for their
own security and resilience. The Nation’s preparedness is dependent on whole community
partners understanding the risks they face across all levels of government. In conjunction with
local, regional/metropolitan state, tribal, territorial, insular area, and Federal partners, the SNRA
process will be further implemented and refined in order to serve as a unifying national risk
profile helping to facilitate preparedness efforts across the Nation.
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