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Electric Grid Failure (Natural / Accidental)

Event Description

Electric Power Grid Failure: A significant regional power-grid failure that extends beyond the
geographic area of theinitiating incident, which is due to natural disaster/hazards, equipment
failure, distribution/transmission failure/disruptions, or public appeal s to reduce usage (brown-to
blackouts).

Event Background

Electric Power Grid Failures are common. Significant ones are often associated with large-scale
natural hazards, such as hurricanes, earthquakes, solar storms, and magjor winter storms. In
addition to the natural physical effects of the events and the damage on the generation,
transmission, and distribution equipment, the power grid is designed to fail “safely,” which isto
say, the control systems and operating protocols will intentionally shut down undamaged
elements of the grid if sudden changesin supply and demand make the grid unstable. The
Electric Power Grid Failure scenarios under evaluation are those that are attributable to the
physical destruction of natural disasters, equipment failure, distribution/transmission disruptions
and public appeal s to reduce usage.
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Thereis no single interconnected national grid for the U.S. Instead, the continental U.S. is served
by four separate grids, which cannot be impacted by the failure of their neighbors, though it is
feasible for events to impact more than one of the grids within the U.S.

The four separate networks are:

» The Western Interconnection, which serves those contiguous states west of the Rockies as
well as their Canadian neighbors and portions of Northwestern Mexico;

» The Electric Reliability Council of Texas, which serves only the state of Texas,

= The Eastern Interconnection which serves all states (and Canadian Provinces) east of the
Rockies and South of the Great Lakes and New Y ork, and

» The Quebec Interconnection, which serves New Y ork, New England, and Canadian
provinces east of Manitoba.

The Eastern Interconnection is actually made up of four interconnected but separately managed
grids, alowing some cascading failures within this large, heavily populated area.

No scenario exists for anational U.S. power grid failure, except apocalyptic events that may
make power restoration issues seem minor.

A quantitative analysis of data provided by the National Protection and Programs Directorate
(NPPD) regarding e ectric power grid outages from 2005 through 2014 was performed using
those reported outages caused by 16 natural, equipment and public appeals for reduction of usage
categories. Adversarial and Space Weather outages were not addressed in this analysis, but are
covered elsawhere in the Strategic National Risk Assessment Summary; however, the resulting
economic impacts may be comparable.

Over 10 yearsthat cover the reported events, it is understood that more events occurred but only
the reported events that resulted in outages were considered. These events led to significant
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Megawatt (MW) Demand Loss to the electric power providers and significant economic lossto
the customers. The overall average frequency of failure regardless of mechanism is 61.2 report
events per year. The number of deaths that might be associated with power outages was not
considered in this analysis for these reasons; 1) the information was not provided, 2) it is difficult
to determineif adeath is directly related to an outage, and 3) this analysisis not tracking deaths.
This analysis looked at the economic impact that outages have in 2014 dollars using residential,
small/medium businesses, and large businesses from 2012 and 2013 census data.

The following tables present the risk of grid failure to the Nation as awhole. The actual failure
causative agents are localized in nature, and the failures do not affect the whole Nation at the
time of the failure. The data does indicate these failures show the aggregate MW Demand Loss
and economic impact that isincurred. Table 1 is acompilation of the 16 failure causes that
occurred over the 10-year period outlining the resultant impact—in this case, on the MW
Demand Loss that was incurred by the power industry providers and the numbers of customers
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affected by the outage.
Table 1: Electric Power Grid Reported Failure Loss — 2005-2014
Failure Cause Number of  Total Average Total MW| Average MW Average MW  Total Average
Reported = Outage Outage Demand Demand Demand Customers Number of
Events Hours Hours Loss Loss/Event Loss/Event Affected! Customers?
Hour Affected/Event
Flooding 1 432.5 432.5 200 200 0.46 21000 21000.00
Earthquake 3 67.57 22.52 1375 458.33 20.35 420886 140295.33
Tornados 4 189.02 47.26 2335 583.75 12.35 363294 90823.50
Hurricanes/ 18 220096 | 12228 | 15106 839.22 6.86 4389780 | 243876.65
Tropical Storms
Brush/Wildfires 11 51.39 4.67 10412 946.55 202.69 3632732 330248.36
Ice Storms 23 2168.53 94.28 9709 422.13 4.48 3009934 130866.70
gtec‘)’fniw'”te” Winter 40 2836.94 | 70.92 14649 366.23 5.16 9300160 | 232729.00
\Wind 50 2482.73 49.65 11624 232.48 4.68 7024603 140492.06
Thunderstorms/ 94 3357.80 | 35.72 | 44959 478.29 1339 | 16259509 | 172974.46
Lightning
Storms/Severe Storms 81 4275.30 52.78 33250 410.49 7.78 16070627 198402.80
Electrical 100 561.44 | 561 66005 600.50 117656 | 5722055 | 57220.55
System Failures
Equipment Fires 4 12.79 3.20 1081 270.25 84.45 128654 32163.50
Distribution/
Transmission/ 72 1980.71 27.51 32918 457.19 16.62 6755455 93825.76
Generator Failures
Fuel Supply Disruption 24 3410.96 142.12 14760 615.00 4.33 140001 5833.38
Load Shedding/ 74 69264 | 9.36 23435 316.69 33.83 | 6156567 | 83196.85
\Voltage Reduction
Public Appeals
. 13 375.10 28.85 18645 1434.23 49.71 4277859 329066.08
Reduction
TOTAL 612 24096.38 39.37 300463 490.95 12.47 83682206 136765.63

1 All customers affected — residential; small, medium, and large retail businesses and industry.
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Table 2 provides the breakdown and total of the numbers of electricity customers/consumers for
the Nation using the most recent census data. These numbers provided a baseline for the data
presented in Table 3, Table 4, and Table 6.

Table 2: Electricity Consumers in the United States

Consumer Segment Subtotal of Segment Percent of Total Census
Residential 132,802,859 95 2013
Small-Medium Business? 6,232,434 4 2012
Large Business? 1,199,374 1 2012
TOTAL ALL 140,234,667 100 I

Table 3 addresses the impact to the Nation as awhole should the entire “national” grid suffer a
catastrophic failure and the resultant significant economic impact regardless of the causative or
aggregate failure agent(s).

Consumer

Segment

Table 3: Power Outage Economic Impact to Consumers

Average
Subtotal of
Segment

Cost Factor
per Hour?

Economic
Impact per
Outage Hour

Inflation

Factor (2004

—2014)*

Economic
Impact per
Outage Hour

(2004 3) (2004 3) (20149%)
Residential 132,802,859 $3.00 $398,408,577 1.253 $499,205,947
Small-Medium
Business 6,232,434 $1200.00 $7,478,920,800 1.253 $9,371,087,762
Large Business 1,199,374 $8200.00 $9,834,866,800 1.253 $12,323,088,100
NATIONAL
TOTAL 140,234,667 $17,712,196,177 1.253 $22,195,381,809

2 Small-Medium businesses are those that employ 0 to 499 employees. Large businesses are those that employ 500 or greater employees.
3 Understanding the Cost of Power Interruptionsto U.S. Electricity Consumers (2004), U.S. Department of Energy and Lawrence Berkeley

National Laboratory

4U.S. Inflation Calculator, U.S. Bureau of Statistics
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Table 4 presents the economic and social impact resulting from datain Table 6 which addresses
the economic impact that resulted from the reported failures over the 10-year reporting period

2004 to 2014.
Table 4: Table of Findings
Category Description Metric Low Medium High
All Events MW Demand 200 490.95 66005
Loss
All Events Outage Hours 12.79 39.37 4275.30
Economic Economic Dollars/Event | $75,012.00 | $18,682,052.49 | $58,079,287.63
Residential
Economic
Economic Small-Medium Dollars/Event $1,263,024.00 | $314561410.50 $977,917,322.26
Business
Economic Economic Dollars/Event | $2,157,666.00 | $537,375,546.10 | $1,670,608,759.85
Large Business
Economic Average
Economic Residential Dollars/Event $173.44 $896,866.89 $3,643,347
Hour
Economic Average
Economic | Small-Medium Dollars/Event $2,920.29 $15,101,108.81 $61,345,325.47
Business Hour
: Average
Economic | ceonomic Dollars/Event | $4,088.82 | $25,797,728.22 | $104,798,264.34
Large Business Hour
Social All Events Household 1,995.00 496,863.10 1,544,661.91

Displacement

Table 5 shows the frequency or likelihood that a failure may occur each year associated with a
particular failure cause. The table shows, aswell, the total failures that may or likely occur each
year regardless of the causative agent.

Table 5: Event Frequency of Occurrence

Failure
Cause

Failures
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Tornados
Hurricanes/Tropical
Brush/Wildfires
Ice Storms
Severe Winter/Winter
Thunderstorms/
Lightning
Storms/Severe Storms
Electrical System
Equipment Fires
Distribution/Transmissio
n/ Generator Failures
Fuel Supply Disruption
Load Shedding/Voltage
Reduction
Public Appeals
Reduction

Report
Events
Frequency/
Year
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Table 6 shows the overall economic impact each of the failure causes have on the economy
broken down to residential, small-medium businesses, and large businesses along with, for
planning purposes, the expected social displacement of households for shelter planning.

Summary

These tables present awealth of information. The failure causes are isolated events that affect
only arelatively small geographical areaand rarely an entire region. As such, from a national
risk assessment they may not necessarily be considered as risk. These failures and the resultant
outages do have an economic impact, but it isisolated and is more alocal nuisance than anything
more. However, as we look at the aggregates of each failure cause then we begin to see that the
economic impact begins to be significant, and the risk becomes nationally strategic. This
becomes even more evident as we examine the result of all of the failures occurring at the same
time or if the entire national grid and the four components that make up the national grid are
affected at the same time catastrophically. Should this happen, the economic impact would be
billions of dollars an hour (See Table 3), and if prolonged, would be economically
unrecoverable. The social displacement from a catastrophic failure would be such that
civilization as we currently know it would no longer exist because of the tremendous reliance the
Nation’s population has upon electric power. It is not unreasonable to expect that the social
upheaval would be catastrophic aswell. A prolonged catastrophic failure regardliess of the
causative agent(s) to society could lead to indeterminate collateral deaths, which could bein the
tens to hundreds of million within the first year.
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